


Table of Contents

14

2 2022 SonicWall Cy ,  eatRepcit Table of Contents



Il Introduction |
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As the world continued to
grapple with the challenges
of 2020, such as the ongoing
CCVID 19 pandemic, 2021
brought its own set of new
challenges. Supply-chain
’ woes in 2027 affected
everything from healthcare,
the automctive industry and
cybersecurity tc travel, retail
I ' and the food supply.

The growing pains of the new work reality were evident as
companies cpting for a permanent shift to fully remote
work often found their networks, empioyees and processes
unprepared for the change. Many businesses that stayed
with the traditional work model continued to make
arrangements for employees to return fo the office, only to
find time and again that the pandemic had other plans.

Cybersecurity faced its own set of increased challenges

in 2021. The year was bookended by two major incidents:
the SclarWinds attack in December 2020 and the Logdj
vulnerabilities in 2027. In between, ransomware rose
dramatically, far surpassing thelevels we found alarming

in 2020. Most other atiack types showed increases as well,
including overall malware. which had been ona downward
slide for years.

But while sorne may see these challenges and default to
pessimism, doing so requires animpessibly narrow view of
the preceding year — one which doesn’t stand up to scrutiny.

When| look tack on 2021, I'm amazed at what was
accomplished. SonicWall made key engineering and
manufacturing changes, ensuring our partners and end users
were largely unimpacted by supply-chain disruptions. We also
completed the Gen 7 refresh of our next-generation firewalls,
making our platform stronger. easier to use and morereliable,
and unifying our portfolio across hardware, software and cloud.

Businesses outside of cybersecurity also doubled
their efforts to fight o sercrime. From mid-2020 to
2021, the number: ~

were the bigges hreat to short-term gro

5\ 10 said cybersec  yrisks

[ 1d corporate bo: ds areincre singh

This has translated tc increased funding: Global
cybersecurity e dinc
endof 2021, twiceas- stasin 2020.

2.4%by the

At the gove n 2v i atleast 4 'J.S. state
Lup 18  rom 2020. Andtl
W idcoL tlessothers passed

m .. o3¢
But =rhaps ‘re " ""yistheleve' >fcoc " in 2021
o t.Gover~ -~1tsan  creasingly 1
son”whole-c  wdon” efforts.

InJ .the Groupof ©  er ’ ci jreater

accountability in countries hartori woog

. ~1inOctober.|  lersfrom 30 juntries _
rto ‘criine. Few enemies, in our

timecral "o jer.havepr mpt 3such aunified ciiort.

There will be years that test us — and 2021 certainly did
that — but it didn't find us wanting. Instead, it found us, as
a company, as anindustry. as a civilization — innovating,
fortifying, unifying. And while cybercriminals may have
notched some battles this past year, in the end they
spurred us on. If they want to win, they'll have to take on all
ofus. together.

In this spiritof cooperation. we're pleased to share with you
the 2022 SonicWall Cyber Threat Report —full of research
on cybercriminal behavior, industry trends and insight on
what 2022 might have in store.

BILL CONNER
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As a best practice, Sonic'Wall routinely optimizes its methodologies for data collection, analysis andreporting. Thisincludes
improvements to data cleansing, changes in data sources and consolidation of threat feeds. Figures published in pravious reports
may have been adjusted across different time periods, regions or industries.
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Five years ago, a debate erupted surrounding the infamous

NotPetyac »erattack. Jic  :onstitute an act of war?

This issue - -- ¢~ "~ throughout
2021,bu or heba lefields of businessi
world, c,.

irls around the
:xriminals were .a1.5iching a full-bore offensive.

Ransormmware climbed an v precedented 105%in 2021,

and the explosive growth of strategies such as ¢ zand
ever ensured that these attacks rere more
succe ... anever. 3utas cybercriminals have grown

more sophisticated and successful, they've also grown
more ruthless —many of the high-profile ransomware

attacks ~ lookec nore ilke acts of war than ever before,
endangr- ~our o! ure

f oL a8 Jou

That the cor "'mately decided cybr  “tacks such

as Nntivetya ~" ~ is

irrelevant.. . >v  cybercriminals growing rich off their
constituents, :aders around the world — from the

tothe /e brought the war to them.
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The UN Cybersecurity Open-Ended Working Group in
March 2021
recomimendations, e rs

. containing cybersecurity
that a process

open to all countries has resulted in consensus on

international cybersecurity.

InMay 2021, U.S. President Joe Bidenissued a
o on cybersecurity, which t 3

cybe iecL 'tystandards across government agencies,
- isizes zero-trust principles and provides specific

mel ies for action.

In Ju’ ST "dvising
“~ctively pre» \gand disrup 1gransomware
would require "adopting the sam~  rnational collaboration
used to fight terrorism, human trafficking or mafia groups,”
the group called for police agencies worldwide to form a
global coalition with industry partners to stop ransomware’s

exponential growt !,

But perhaps the biggesttestament to the threat ransomware
poses to national security is the involvement of the U.S.



e Yy anitterviewy u.

Cyber Cc a~smead Gen. Pe AL M lasone explained
that. w eheoncecs= -ansomware as the respons Y
of law enforcement, icks such as Cao’ xnial Pipel’ 12 ¢ 1d
JBS represented a big enough threat to the nation's critical
Infrastructure to warrant a more aggressive approach.

Butthiz approach likely won't include boots on the ground —
an cotion that proves challenaing given that a vast majority
of thase ransomware operstorsi other couniries,

mos: of which are notU.S. &lies. 1d :nd lo only go after

cy sriminals wher

V™ " Migh-profile arrests yberc ©  alscontinue, such
. they have beenlargely
inef 2¢ ive ‘'nstemming the (ide of ransomwareits™ .1 e
a Ir cfin randresourcesrequired foreact iz means
~ L al justice system is
© e huge number of ransomware operators, And due H
lucrative nature of = somware, as soan as one group is

taken down, new onesriseio™"

o o

12 void.

ook a lot like the'r miostruthless
31 2 direct assault or
" S.gove nt to deploy intelligence and
military solutions to attack the servers, networks and maore
used for cybercrime, dissemination of stolen data on the
dark web and storing cryptocurrency paymenisis growing.

Instead, this approacl.

a cksoncivi ~~truc e,

ssure onth
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While ' -~fraineu: om giving detalls, ~sonhecar ™ 2d
o ) o ) Jgainst
rans( are groups. & 2k o

a leis Syber
Command assistec ™ ’ | that
Colonial Pipeline paidtoa ac......

Though recoveries suc”™ asthis have .worice “eenrare,
this may be thefirstine =mergi _ trend. A majo factor

creditec isrecove y.sthey ork af ¢ ecently formed
' e ' b i ninterview

W . asenior. 5.30J . ~alsaid e formation

5 sk roce "elevates inves 31 ransomware

attacks to a similar pricrity as terrorism.”

As the amount of media attentlon and government
involvement in the wake of high-profile attacks increases,
these group .:ave grownwary, v nany /or

™ scouldleadto: -~ lowery
ransom demands in hopes of flying under the radar and
continuing to hack another day — which could contribute
to fewer attacks if success no langar maans netling a
life-chanoing fortune for the entire syndicate.

nother words, in the end, the most lethal shols to
ransomware may well be the ones that hit where it hurts
most: the wallet.



Whicre - warea.. ..edmaostofthe heasiinasin20z1,
thevear's daia po 'd to plenty of giterareas of concemn.

Based on data collected by ScivizWall Capture Labs threat
researchers, while ransomware did m: <e up the largest
number of malware signatures d- ted to only
abouta quarter of the total volume.

2d, it ar

According toa recent report from Gar .., (he percentage
of respondents rating vulnerab  '~s as "veryimportant”

igherthar .. percentage who assigt ik _re Ing

to - somware. Forturately, easedawa ‘~ ~may
translé e to fewersucces._. cks.,asF _.._ o Institute

c dvuner eswere a

recently reperted thatu
facior 1) e
those survey.. said they were unaware of vulnerabilities in
theirorganize  nbefore they were breached.

. and over 60% of

Arec.. )

1pe ~dasig vyc "re wp ‘2.7 isgroup of
respondents ranked phish~¢ attacks as their top concern
{though, again, ransomware was a close second.)

Nearly 2/3 of respondents also rated Business Email
Compromise (BEC) attacks as an area of concern. While
these attacks may not get the headlines that ransomware
attacks da, according tathe Internet Crime Complaint
Center{IC3), BEC attacks ar= the costiiest, with 19,368
reports and a total loss of $1.8 billia

Due to the dangers posed by i~“rastructurea _ksand
leaks of sensitive data, ransomware may continue to be the
focus of governments and law enforcemer ™’ 2 short
term. Bul these trends are a good sign that as other attack
types continue to grow and rise in severity, organizations are

keeping aneye on the bigger picture,

Level of Concern About Types of Cyberattacks

Percentage of respondents indicating "concerned” or “extremely concerned”

Targeted phishing attacks

Ransomws: cks

A breach of customer data

Business email compromise

A breach of employee d

Supply-chain compromise attacks

Aceidental insider incident (e.g., misdirected e,

Malicious insider attack (e.g.. internal espionage)

The reply to an encrypted email conta
sensillve information is sent hac anencrypted

Sensitive financial data sent unencrypted becaus

+T%

73%

63%

%

37%

b6%

J3%

o™

0,
the =znder forgot to encrypt message " %

Assumption that an email message is encryp.
end-to-end but are unsure if it actually is

Eavesdropping inside a recipient’s email account

"How to Dealwith Business Emall Gompremise,” Osterman Research, Sponsorea by Scricwall, January 2022

7 2022 SonicWall Cy gat Repeit Introduction

_Y%

8%



Jl Supply Chain

=4

In December 2020, American company SolarWinds
confirmed that a version of its Orion product had been
targeted via the company’s supply chain, kicking off a new
erain supply-chain attacks.

These attacks, referred to as “supply-chain attacks” because
they infiltrate the products or services of a trusted bhusiness
partner instead of targeting a company directly, are by no
means new: They date back to at least 2013, when American
_ _ . Butit
thatpeople really

retailer  jet:
wasn't until
started toun :rstand the widespread devastation that
supply-cha ~ acks could wreak.

Five years cmer, a new crop of supply-chain attacks made
their mark across 2021 — many not just threatening profits

and business continuity, but striking directly at our daily lives.

Here are some of the year’'s worst:
Accellion —Dec. 2020-Jan. 2021

A total of four major vulnerabilities were identified in
American technology company Accellion’s FTA server, a
file-transfer program. The first two, exploitedin December
2020, were quick” al "ed— Hutunbeknownstto Accellion
atthe -
through .« nuary. rheat ick spread to as manyas 100

of Accellion’s customers via the impacted FTA server.

s were being exploited

The hackers stole large quantities of sensitive personal
information, which the CIOp ransomware gang used to extort
payment from the victims.

Perhaps as remarkable as the breach itself is the fact that
it didn't happen sooner: The FTA server in question was a
20-year-old legacy product that e - ' _
' " ,andg ierac’ natitnasiong
been utilized by major players in gove-  nents, ih rance
industry and the financial sector iviez = il ybeenan

attractive targetforalongtime.

Codecov - April 15, 2021

In April, software company Codecov became aware that
attackers had compromised an uploader = signed to

deliver coveragedat 3r ° roductupdates. 1isattack
went undetected * a — ~the
attackers to steal credentials and exfiltrate sensitive data
from an unknown number of the company’s 28,000 clients —

alistw cluded

Kas: - 17,2021

Justbef -ethe U.S. July 4 holiday, a rnassive ransornware
ca ~3ign lenc: ec h
v can olig rgai
CO .  Ki yao

< mnsc.. _re upREv ._a_ .. act

M 1naged Service Providers (MSPs), and in

gaccess Y4 ~~ can N

n, gain access

to their clients. An estimate:” " atleast

I 3 we -t

P X

v ~

. -July 29, 2021

-

In July, 11 Python packages hosted on open-source
repository PyPI. the official third-party software repository
for Python, were found to contain malicious code. Due to
the fact that the malware packages were remarkably well
hidden, the ackagesremained undetected for long encugh
tobe dc ' ‘
other organiz

' ydevelopers from
ns. Th s ~1 stole Discord
authentication tokens, scraped ser rau complete data,
and mined system informationinc .. gIP address. user

name, license key information and more.
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] CVEs

i " ec CVEs Break
. 0. 1e First Time

: 20,136 Common Vulnerabilities and
Exposures (CVEs, . 2re published in 2021. This marks the
Gt yearinarc . 1 record number of vulnerabilities has
been discovered, and the first time in history that the number
of CVEs has passed the 20,000 mark.

This isn't necessarily a milestone to celebrate, however.
While the number of vulnerabilities reflects the hard work
those inthe cybersecurity industry are doing to identify
vulnerabilities more quickly and efficiently, it also reflects
pernicious trends that make quicker anc more efficient work
necessary in the first place.

9 2022 SonicWallCyber Threa- 2zport CVEs

One s the growing attack surface resulting from
organizations deploying more software and tools as
they continue their digital transformation. The more
products a company utilizes. the more likely one of thern
willbe vulnerable.

The most serious of these vulnerabilities, those scored
above nine on the 10-point scale, become entry points for
cybercriminals, ancl attackers are increasingly utilizing this
means of entry to deploy ransomware and steal data.



Ine ly 2021, C.SA released its |
12020, “chofthetopten most
es as patchoranupdated version

ex .2d vulnera
ava e for devices —ye -
exploited in 2020, only two were actually discovered in 2020.

fop 10 vulnere ies

Cy¥ 7018-12781 Citrix
12.7,and 13.0

CViE 201817210 Nilse

CVE 2018-13379 “ortinet

Ci ix ADC and Ge eway 10.5,11.1, 12.0,

Fulse Secura Connect VPN 8.2, 8.5 and 2.0

Fortinet ForiCs 6.0.0t06.0.4,5.6.5t0

e number of entirely preventable exploits once again

highlights the need for more timely and widespread patching.

In additicn, SonicWall identified a number of even older
vulnerabilities being actively explaited, including CVE-2013-
3541, CVE-2016-1605, CVE-2014-6036 and many more.

Arb’ -ary Code Execution

Arbitrary File feadinig

Natk “raversai

5.6.7. and 5.4.56t05.4.12

CViE 2020-5902 F5-Big e

16.1.0, 15.0.0-15,0.1, 14.1.0-14.1.2,

Remate Code Execution {RCE}

13..0-131.3, 12.7.0-12.1.5, and 11.86.1-11.6.5

CVE 2020-15505 Makilelron

andea

Mabilelron Core & Connector 10.3.0.2
r, 10.4.0.0 10 10.4.0.3, 10.5.1.0,

Remote Code Execution (RCE}

"t 52, .and1067 T 0 @72
: ideaver and 9.8.0; 2nd Wor 0v~1d
A& g Database (RIB}2.0.. . and

earlier

. crosg
Cumulatin

CVE-2017-11882 Aicrosoft

change Server 2019
Indate 2 and 4, 20718

Remote Code Execution (RCE}

Cumulative Update 14 and 15, 2013
Cumuiative Update 23, and 2010 Service
Pack 3 Update Rollup 30

CVE-2012-11580 Atlassian

Crowd version 2.1.C efore 3.0.5, version

Rermote Code Execution (RCE}

3.1.0 before 3.1.6, version 3.2.0 before
3.2.8, version 3.3.0 before 3.3.5, and
version 3.4.0befare 3.4.4

CVi-2018-7800 Drugsn

Drupal versiors befare 7 58, 8.xbefore 8.3.8,

lemate Code Execution (RCH)

8.4 xzefore 3.4.6, and 8.5.% hefare 8.5.1

CVE 2073-18235 elerik

Teierik Ul for ASP.NFT AGAX versions prior

Reimote Code Lxeculion (RCE)

o R12020(2020.1.114)

CV -2218-0604 N crosoit

Micrasoly Sharep ol 2072, Microsoft

Rermote Code Execution (RCE}

SharePao it 2016, M'zrosoft SharePaint 2G13

SPand 7

CISA, Top Routinely Exploited Vulnerabilities, 2021
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Ot the more than 20,000 new CVEs published in 2021, 14 were published immediately to identify and correct

zero-day vulnerabilities.
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The Log4j Vulnerability

While the Apache Logdj vulnerability was the final major
vulnerability Identified in 2021, it quicky became one of the
most exploited. From Dec. 11 ta Jan. 31, SonicWall recorded
142.4 million exploit attempts against Log4j vulnerabilities —
anaverage of 2.7 millian each day.

What's remarkable, though, is how quickly hackers and
cyber threat actors pivoted to exploit these vulnerabilities.

t took less than 48 hours from the initial Dec. 9 PoC public
disclosure for altempted exploils to reach into the hundreds
of thousands, and by the third day attempts had already
passed the 1 millon mark.

Since then, the Log4j vulnerabilities have been exploited
across all industries. But tha hardest hit so far have beenthe
scientific and technical community {28%;), manutacturi=:g

{13%). government (9%). finance {5%). retai! {(5%) and K-i2 {5%).

To date, SonicWall has released eleven signatures to
heln safeguard ocur customers against the widespread
exploitation of the Log4j vulnerabilllties.

The vulnerahilities affect Log4j, an extremely popular Full
COpen-Source Software (FOSS) logging library with two
primary branches: 1.x and 2.x, the former of which is at
end-of-l e. The primary vi.nerahilities are tracked ‘ia

Cy _anc

Basedon = =
Log4j was identilied as a ubiguitous dependency across
35,000 packages — or 10% of all packages —andis bundled
with the widely adopted Apache Server.

The first and most critical vulnerability among the suite,
CVE-2021-44228, was inilially referred to as "Log4shell,” a
name now coammaonly used to describe the entire suite of
vulnerabilities. As scrutiny of Log4j continues by both the
cybersecurity industry and attackers, a continuous stream
of additional vulnerabilities is expectad to be identified for
the foreseeable future.

While keeping up the cadence of paiches for these
vulnerabilities will pose a challenge, the real struggle will be in
identifying impacted frontends, middleware, backends, desktop
apps, off-the-shelf software and software creatad in house.

Malicious Log4J Exploit Attempts

M

I
f

Signature Hits

12118
12/25
m”m
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The rate of exploit makes it difficult for
patch development to keep up. But
evenwhen it can, itisn't a panacea:
Patching hygiene is enough of a
challenge In perfect conditions. But
because this vulnerahility affects
millions of consumer and business
products —everything

ge  jeveryoneto care engughto
patch even once is an uphill battle,
1o putit ~idly.

Even so, it wouldn't be encugh.
Stores and warehouses are full of
products packaged Log4
will become vulnerable th ©ute
they come online, and sor sgacy
products are no longer receiving
updates at all, including

E:wa se ~v ‘~rabityis

due to Improper handling of

logged messages, any remaote,
unauthenticated altacker who can
controllog message contents can
exploit the vulnerability. This can be
done by sending a specially crafted
parameter to the target application.
From there, attackers can break into
systems, steal passwords and logins,
extract data and infect netwarks with
malicious software.

It took less than aweek for this
exploitation to start happening. As
early asDec. 13, the Cor™ 'a somware
gronney ¢ dthelog4L =l
VU erabi 'ty tc

.. then moved laterally
within the corporate network.

13 2022 SonicWailCyber Th .. ..eport
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CVEs

Vulr rak ydisclosedby Alibaba to Apache
Loggedin Log4j2-3128

PoC is publicly disclosed resulting ininftial scans and exploitation

Apache releases Log4j 2.15.0 for Java 8 users to address remote code
executian vulnerability dubb- "_og4d45hell” —CVE-2021-44228

SonicWallreleases
related to CVE-2021-44228

"1 detectthe exploitation of threats

First Cobalt Strike Beacons observed
Botnets observed utilizing Log4] to expand netwaork

Apache releases Log4j 2.16.0 for Java 8 users to address RCE vulnerability
(CVE-2021-45046}

C.N.A Apache Software Foundationreleases . rgingusers of

end-of-life (EOL} Log4] 1.2 to upgrade to supported branch __og4j 2.x}

Industry reports on Advanced Persistent Threat actors (APTs) testing
exploitability of Log4]

Apacher=s :asesLogd 2.17.0to address denial-of-service (DoS) vulnerability
({CVI-20: . 45105)

CISA issues Emergency Directive 22-02 that requires U.S. federal civilian
executive branch agencies to address Log4] vulnerabilities

Belgian D¢ ense Ministry compromised via exploitation of Log4]

Jo...cybersecurity advisory (AA27-3564) Tssued by CISA, the Federal Bureau
of Investigation (FBI}, National Security Agency (NSA), Australian Cyber Security
Centre {ACSC}, Canadian Centre for Cyber Security (CCCS}, the Computer
Emergency Response Team New Zealand {CERT NZ}, the New Zealand National
Cyber Security Centre (NZ NCSC), and the United Kingdom's National Cyber
Security Centre (NCSC-UK)

Apache releases LogA) 2.17.1 to address remote code execution (RCE)}
vulnerahility {CVE-202 ' -44832)



.- tobec done, g iott arcyhercrim
Log4She -

at jLojan. o Use 0. ar
pay jads, steal crede lsand more.

roup expl ted

For 1ose g oring . rpatching respons

ies, the
consequences stretch far beyond thepos & "'y 7
cyberattack. On January 4, 2( 2, 3
- 11ia “aill - o
. ke .. nabler iga nstii mp 2Slawe L ng,

a S ¢ S - a dina

Citing the - 1d the $575 million
settler -~ tha rest ~d 2 * gc m ny'sfaiureto
pa ct. e Cor s onwarnedthat ©* e ds yuselits
full legalal ority to pursue companies. 0 take

responsible steps to protect consumer data from exposure
as aresultof Log4j.”

Logdjhast hlighted the imminent need to elevate our
concepts of defensible architectures, moving away from
relying solely on perimeter-based security and toward a
conlemporary defense-in-depth strategy.

Such strategies must include integrating actionable

threat intelligence to enhance visibllity on supply-chain
vulnerabilities across the code base and preduction
environment, allowing security teams the opportunity to
automate identification of CWEs and CVEs and orchestrate
remediation across technoclogy stacks.

These measures 2come increasingly crucial as
supply-ck- =~ acks ncrease, a fying = actof
vulneral ties, aswe've seenwiil: _ogdj. Urgent/.

1d Amnesia:33.

Toret erisk, anefior
visibility of dependenciesa _ . _-party code in your ow.
tec~ology stack, butalso - o ourvendors.

iIld be made ta st anly ensure

Log4J Exploit Attempts By Industry

December 11, 2021 - January 31, 2022

L K] -.402,441
| 6,982,562
-, 787,283
682,060
i —B850,167
4,506,218
3.947.512
3,242,399
- 596,376

2,587,413
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-0,105,135

18,425,814

1,631,351
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Compromise
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Why go to the trouble of employing obfuscation tools, launching
multi-stage attacks. collecting credentials, exfiltrating data,
encrypting endpoints or haggling over ransom amountsto geta
payoff from your target, when you could just ask?

Thisis the basic premise behind Business Email Compromise
(BEC) attacks, aform ofcybe :ri " at’sbecorming
increasingly common.. “iearly

)20 —likely a
small percentage of the actual count. But despite being

underreported, BEC attacks still cause the most financial

20,000 of these attacks were repc &«

damage of any attacktype, far more than even ransomware,.

BEC attacks rely primarily on social engineering. While
employees at any level can be targeted, the criminals almost

Business Email

exclusively appeal to seniority to secure compliance. These
attackers create email addresses thatmimic those used by
senior executives, use free services such as Gmail to create
email addresses that appear to be an executive’'s personal
account, or, less commonly, gain access to executives’
actual corporate email accounts using phishing attacks

or other means.

According to the Oster wl tepapersp :or~ by
Sonic! all,* .,
once =zat _<erhasaplausi leel accoul m
which to oper«te, they use social engineering tactics

to. for exam;:le, ~equest the target either divert payment
onavi d "»nicetc =criminal’'s bank account, solicit
payment via fake invoice or divert company payroll to a

fraudulent bank account.

Cybersecurity Incidents in 2021

Percentage of respondents experiancing each type of BEC attack

Impersonation of senior executive's email
(e.y., CEO@cOmpanyname.con.,

Cybercriminal used impersonation and a
altered 'reply-to’ addres.

Email account of employee compsomise -

Arecipient’s email account was compromise -

Senior execulive's email accounl was compromise *

Empleyee tncked into paying fraudulent invoic

Employee tricked into paying a valid invoice t
a fraudulent bank account

Employee tricked into paying payroll to
fraudulent bank account

15 | 2022 SonicWall Cyber ThreatReport |

“How lo Deal wilh Business

23%

23%
3%
%
3%

12%

inmise " Osle'n oo 1y 2022

Business Email Compromise \



v TCafttacks* pld g umhrella of phishing, they
do ,picallyinclude1 veé eor ilicious links, They don't
have to: After all, who's going to say no to their CEOQ?

&>
While simple, these. acksare b hhighly sophisticated
a © ~ncially devasta ¢.The FBlreported & total loss of
-and this is just fram the
a s 2y were aware of.

Osterman’s research estimates that 80% of organizations
were targeted by at least one BEC attack in 2021. Mid-sized
organizations, those with 500 ta 2,500 emall users, were
even maore likely to experience an attack: Nearly nine out of
10 sawan attack last vear.

And these attacks are often successful. Nearly 60%
of arganizations surveyed reportad being victlims of a
successful or almost successful BEC attack.

Roughly 40% of organizations said they had no BEC attacks
that fell into these categaories. But as these attacks become
maore commaon, organizaticns are becoming increasingly

aware that they can no lenger count on not being targeted as

a defense strategy.

Theh ynumberc s :cesu llal woks, co pled with growing

news caverage « . 1S causing

comparni2s 1o reevi w = Tiskp .se byeich. :ks.

According to the Osterman survey, the number of
organizations that claimed preventing such attacks was
important o them grew by 30% in Just one year, with further
increases projected Inthe short term.

At the same time, respondents also said they lacked
confidence in their existing protections and were unsure
about their abllity to safeguard funds, obtain help from
insurance providers or law enforcement, or prevent these
attacks from oetting to highly targeted users in the first place.

Cybercriminals are aware that organizations are depending
o cybersecurity technologies that were never designed

-~ ~apBEC attacks. c
do.” ¥

*here are things you can
1EC attacks, and what your
:lp prevent them, download our

Importance of Protecting Against BEC Attacks: Three-Year View

Parcentage of respondents indicating "important” or “extremely important”
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I Malware '

Total malware continued to drop in 2021, falling 4%
year-over-year to 5.4 billion hits, according to SonicWall
Capture Labs threat data. This represents both the third-
straight year of decrease, as well as a seven-year low —but a
closerlook at the data shows this trend may be shifting.

Ayear-over-year decrease in malware is always good news.
But keep in mind that yearly data is often the last place that
trends appear. Think of ripples in a pond: the small areas (in
this case, monthly or quarterly totals) are affected before the
larger areas. And, unfortunately, a more detailed look at the
2021 data reveals a number of warning signs.

Since 2019, malware volume has been falling globally, from
5.1 billion in the second half in that year, to 3.2 billion in the
first half of 2020, to 2.4 billion in the second half of 2020.

Butin June 2021, SonicWall Capture Labs threat researchers
noted that malware in the first half of the year had gone

up, rebounding to 2.5 billion (though it was still down 22%
year over year.)

Unfortunately, the full-year data revealed this wasn't an
anomaly. In the second half of 2021, malware rose even
higher, reaching 2.9 billion.

In cther words, while yearly data is still indicating a
downward trend, looking at the data a half-year at atime
shows that, for both halves of the year, the use of malware
was trending back up.

Ominous bellwethers appeared in the monthly data, as well.
In August. malware volurme soared to 537 million, breaking
the 500 million mark for the first tirne since March 2020.

The average monthly malware volume was roughly 80 million
higher in the second half of 2021 than in the second half of
2020 — and unfortunately this wasn‘t due to one anomalous
month, but to sustained higher volume overall.

Global Malware Volume

Volume

@21
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Inthe 2021 SonicWall Cyber . . :Report, we delivered
2020's malwe - numberswith a caveat: The rapid and
unexpectedsh torer otework had caused a decrease
inv ¥ roarpc- ‘networks, and by extension
cybersecurity vendors, SonicWe ded.

E.t while the pandemic has led to remote work becoming

a accepted optionamong ose who are able, employees

s ..turned . :cIiceindrovesin 2027, particularly in
e second

_ ___between Sept. 18 and Oct. 16,
. en .l 0. —ondoners riding the tube was Tiple what
itt zeeninMarch. And in December 2021, occupancy

Another worrying sign appears in the regional data. In 2020,

malware volume decreased year-aver-year in every single
reglon. In 2021, it was only down in ane region, and it wasn't
down by much: North America saw a 9% decrease, sinking
to 3.1 biliion.

20 2022 SonicWall Cybe. . 2atReport Malware

levels in New York City offices hit a pandemic high, up
slgnificantly from January.

The guestion now becomes: Are we seeing more malware
because were seeing more malware, as people have been
coming back into the office and companies have begun
retooling their cybersecurity solutions to ensure visibiiity of a
remate workiorce?

Or are we seeing more malware 2 cause there is moere
maiware — because, eventhough cybercriminals are focusing
less on trojans, carders and banking info stealers that require
mare work dawn the ling, the increase in ransomware is more
than making up far it? Only time will tell,

Europe and Asia were notastfortunate. Malware in Europe rose
35% year over year, to atotal of 1.3 billion. in May, the number
of malware hits there passed 100 million for the first time since
2020, end they stayed above this point for the rest of the year.

n Asia, malware volume increased 27%, a significant reversal
from the 53% year-over-year decrease recorded in 2020.
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The U.S. and the U.K have the highest malware volume.
But based on malware spread data, we can see that an
organizationis actually most likely to see a malware hitin
Vietnam, where malware spreadin 20271 was 36.4%.

Interestingly, South Korea — where malware spread was the
highest last year, at 51.4% — saw a huge drop in malware
spread in 2021. South Korea is now No. 6 on the list, with a
malware spread of 28.6%.

If you want to minimize your chances of being hit by malware.

head to Luxembourg: only 6.6% of SonicWall sensors there

recorded malware hits.

&l ed

Country
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next-hig state. Bu  :n 2021, the number of hi.sir v

state fell by 28%, to 293 million.

Rising to fill its place was Florida, which had more than twice
as many hits in 2021 as California, with a total of 625.4 million.
(New York, with 306.86 million hits. came in second.)

But if these three states have so much malware, are they the
most dangerous? As it turns out, no: None even made the
top 10. (California was actually fifth from the bottom.)

So ch. ..stheriskiest?Forthe second year ina row,
it's K 35, whe :roughly 21.4% of SonicWall sensors saw
amal or nately for those in the Sunflower State,

however, this is down from the 26.7%recorded last year. (In
other words, slightly more than 1 in 4 saw a hitin 2020; in
2027 itwas closerto 1in 5.

At the other extreme, in Maine only 14.7% of sensors logged
an attempted malware attack.

2021 Malware Spread | Top 10 Riskiest U.S. States

100M

40M

Total Volume

Total Hit:

22 2022 Sor ‘yber Threat Report Malware

25

20

Spread (% Hit)

“~read %



Malware Risk by Country

'n '~tively small sample size of eight countries, there’s isinagivenregion (see sidebar) — every country studied

¢« abuge variation in outcomes. But one thing remained had a lower malware spread percentage in December than
rernarkably consistent regardless of where the country in January. While a cursory look at the trendlines shows
was located, what its total malware volume was, or how the how quickly these levels canrise and fall, at least these

countries are going into 2022 in a better position than where
they started 2021.

overall trendlines fell.

When looking at SonicWall's exclusive malware spread
percentage data — which tells us how widespread maiware

3
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TotalHt = cwad%

While .5 malwares fell much more slowly In 2021 than in =%, malware spreadfella” =~ =r.
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2021 Malware Attacks | United Kingdom

Spread (% Hit)
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In the UK, the number of malware hits was up 48% year over year. Volume was highest in July — the opposite of the U.S., which saw its
lowest point that month.

2021 Malware Attacks | India
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India saw a 41% increase in malware volume in 2021, with nearly a third of the year's total occurring in March and April.
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2021 Malware Attacks | Germany

100M 50
BOM 46
@ &OM it =
£ T
2 =
° S
= 3
.‘..o"‘ . 2w P
o
= (7]
10
[} o
f . M N !
@ TotalHits § Spread %
In Germany, malware volums skyrocketed an astounding 5897% yvear-aver-year. The biggest increase was from February to March, when
glware volume jumped from 11.4 v nhitsto 46.3 17 n hits —anincrease of 306%.
2021 Malware Attacks | Brazil
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Brazilwas the only gone of the elght countries studied to have malware volume heavily concentrated in Q4: Malware volume for that
quarter was 80.4 million, compared with 51.4 million in Q3. the next-highest quarter. Malware volume in Brazil was up 61% overall.
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2021 Malware Attacks | Mexico
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While malware in Mexico was up 78.5% from 2019, most of that change actually occurred in 2020, when Mexico was one of the only
countries to see an increase. From 2020 to to 2021, malware increased only 3%.

2021 Malware Attacks | Japan
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Malware volume in Japan was up 64% year overyear, hand yundoing the 12% drop the country experienced in 2020. December saw the
biggest increase: Between November and December, volume jumped 287.5%.
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Two industries saw large spikes in malware in 2021;
healthcare {121%) and government {94%).

These weren't the Industries llkeliest to see a malware
hit, however. Once again, the industry with tha highest
parcentage of customers targeted was education; once
again, this held for the entire year; and once again, it
wasn't even close,

An average of 22.5% of education customers were targeted
by malware in any given month, compared with government
atan average of 19.6%. Retail and healthcare were
essentially tied, with 16.4% and 16.3%, respectively.

The industry trends 1or malware shared a lot in commar. In
all Industries, the percentage of customers targeted peaked
twice, once in March and again in August.

And while both January and December were both
consistantly low, December had the lowest percentage of

customears targeted all year across every industry studied.
Wihille the trends In malware as a whole suggest we temper
our expectations, {his data shows at least one malware
metric is headed inthe right direction.

% of Customers Targeted by Malware
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I Ransomware |

When ransomware started to spike in the second half
of 2020, it set off alarm bells within the cybersecurity
community and around the world.

But the ransomware volume in the worst month of
2020 — 37.8 million, observed in November — barely
exceeded the lowest point for 2021, and we would see that

number more than double by year’s end.
A 105% increase year-over-year is worrisome enough. But

In what would become one of the worst years for ransomware to truly understand ransomware's meteoric rise, it helps

ever recorded by SonicWall, attack volume rose 105%to

=" to compare 2021's ransomware volume to 2018 as well.
a staggering 623.3 million. This represented an average of

Ransomware has risen a mind-blowing 231.7% since 2019.
2,170 ransomware attempts per customer, and nearly 20

ransomware attempts every second.

While 2021°s high-water mark was more than double that

of 2020, it more than tripfedthe ransomware volume in the
worst month of 2019 (May. which saw a ransomware volume
of 25 million).

Global Ransomware Yolume by Year
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400M
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The number of hits per month started off strong in January,
when ransomware volume reached 43.1 million, besting
2020's worst month (Nov. 2020, with 37.8 mlllion attempts)
right out of the gate. But ransamware, like the year itself, had
only just gotten started.

In June, ransomware reached a high of 78.4 milllen — a level
higher than three out of four guartersin 2020.

In fact, with 304.7 milllon attampts, the first half of 2021 had
maore ransomwars than all of 2020 — but the second half
would prove to be even worse, reaching 318.6 miilion.

The year's only bright spot came in Q4: Ransomware flts for
the quarter dropped 50 million fram their sky-high Q3 tolals,
near where the year started.

80M

60M

@ 2020 @ 2021
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Ransomware by Region
e

In Norith America, ransomware rose 104%, just under the 105%
average increase worldwide. But other regions had It much
worse, I Asia, ransomware rose 122%., and in Europe, the
number of hits climbed even more, rising 175% year over year.
To put Europe’s increase in perspective, consider that it had
been at least five years since monthly ransomware totals had
surpassed 10 million — but in June 2021, they reached 10.4
million. The month of September, however, had more than
doubie Lthis number &t 22.3 millien attempts — mare than half
as many as in the entirs year of 2020.

Until 2021, the countrias that experienced the most
ransaomware were the U.S. and the U.K. Both saw large
year-over-year increases, with ransamware velume inthe
U.S.rising 98% to 421.5 milllon and ransomware in the UK.
rising 227% to 33.5 million.

4,272,759
1 1,519,683
73,038,442

24,220,442

11,390,339

Country

11,231,050

- 10,739,477

563,629

7.077.438

50M 100M 150M 200M
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But Germany saw a far higher Increase in ransamware
volume. Tha number af ransamware hits there rose to 34.3
milllen In 2021, a mind-blowing 3,256% year-over-year
increase and enough to unseat the UK. as second in lina,
according to SonicWall data.

§21,493,095
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Volume



A number of new ransomware developmcatswere observed in 2027 lere are some of the most noteworthy:
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12021, SonicWal, apture Labs threat researchers recorded

© 0.2 millior 3 0f Ryuk, a 64% increase year cver year.
This accountad for roughly 30% of all ransomware altempts
observed for the year, down from 36% of all ransomwars in
2020 {As we'll see later, the slack was largely picked up by
Cerber and SamSamj.

In ather words, while Ryuk's share of all ransomware attacks

fellduring 2021, this decline is overshadowed by the fact that

Ryuk Iz stlll on top, and I1s still very much on the rise.

For most of the year, Ryuk levels in 2021 exceeded thosein
2020. Volume peaked in June, setting a new record of 24.2
million hits — roughly 9.32 Ryuk hits each second.

The fact thatthere were fewer instances of Ryuk inthe
second half of the year than the first |z undeniably a good
sign. But the emergence of new capabillties (see below) is
evidence that threat actors are committed to Ryuk, so we’ll
likely continue seeing this ransomware family at or near the
top of the list for the foreseeable future.

Cnce again, Ryuk was observed spreading primarily via
phishing and spearphishing campaigns, but also entered

networks via compromised credentials or malware already
active on a target's system, such as Trickbot and Emotet.

While Trickbot and Emotet have traditionally been attack
vectors for Ryuk, both have had a rough couple of years.
In 2020, a high-profile operation carried out by Microsoft
d r imber of other organizatio -
Landinearly 2021,aco  “-2ra E- = e
e C. - .. idicial autho eswo dwide:
L o ately, however,

Perhaps seeir 13- :need to diversify, Ryuk in Septer r
2020 beganto use Baz: ' adew

—a 1ethod  atiscostlierand :~cre involved, but pays
dividends in stealth.

early 2021, a new "wormlike” Ryuk variant was
Previously, Ryuk lacked the at lity .o
ough networks elied on manual
spread. But the new versior ~ _
withc - heedfor

TOVe L e”
TICVEME

human intervention.

Worse, because a privileged domain accountis usec,
v khorchal g e password ~ordisat A

the accouni will help.

Global Ryuk Ransomware Volume
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samSam Skyrockets

SamSam, while still & distant second to Ryuk, showed
spectacular growth In 2021. Ransomware in the SamSam
family spiked 343% year over year, soaring from 23.5 mlllign
hitsin 2020 to 104 milllon hitsin 2021.

As aresult, SamSam made up a much higher percentage of
all ransomware in 2021 than In 2020: In 2020, 7.7% of all hits
were SamSam, but last year that more than doublad to 16.7%

To put this increase in perspective, there was not a single
month In 2021 where the volume of SamSam was lower than
in 2020. Like Ryul — and ransomware in general — SamSam
volume peaked in June, setting a new recard af 15.7

million attempts.

Lintike Ryuk, which is a well-known Ransomware-as-a-
Service (RaaS), SamSam is not sold In the underground, but
is instead developed privately and updated aiten. The group

he samSa i jhieintarnat
lo . rme onso . _.. cks:oncee
reported or cybersecurity vendors update

the group launches a new version. This high level of

~ad ensure that SamSam col d conuiiuwe to

ks
r signatures,

a . lonhas,

operate succes™" Il -
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before Ryuk soared to the top of SonicWall's ransomware
families rankings, there was Cerber. In 2019, Cerber made up
33% of all ransomware attacks recorded by SonicWall, but in
2020 [t fell ta roughly 13%.

Use of Cerber could be rebo.n¢ng, however: In 2021, Cerber
rose 158% year over year, and now makes up 16.5% of all
ransomware hits recorded.

First developedin March 2016, Cerber was one o7 ine first
examples of the RaaS business model: The operators of

Cerbel wradd%%cl
ofanyrar somspi . Cerberh. beenk wn Jpreadvia
exploit ki 5, e clous JavaScriptatizchedtospe ~ " wcted
websites, fake software downloads ¢ alvertising.

=1 ry 2021, 1.8 Department of Justice (DOJ)

:for thelr suspected
roleinspreac jWannaCry ‘hisi famousransomware
propagated thi . e & exploit, which was
developedby eUS " “e -ty Agency, Thenstolen

and leaked by a group called .

This group. through a series of ransomware attacks.
extorted over $1.3 billion in money and cryptocurrency
from a number of arganizations. According ta the DOJ, the
group also allegedly created and deployed cryptojacking
applications, and developed and fraudulent!y marketed a
blockchain platform.

While you'd think these arrests would represent the fina!
chapter of WannaCry, unfortunately this isn't the case.

Microsoft issued a scitware patch for EternalBlue in March
2017, causing infections to plummet. But WannaCry continues
to this day: In 2020, SonicWeal observed 233,000 instances of
WannaCry, and in 2021, there were 100,000 hits observed.

While these numbers are small compared with ransomware
families such as Ryuk, by now the number of vulnerable
Windows systems should bevirtually zera, The fact that these
infections are still numbering inthe hundreds of thousands
shows that, even five years an, there are still vuinerable
Windows systems in the wild that need to be patched.

And the sconer, the better: WannaCry hits peaked in April
2021, when SonicWall Capture Labs threat researchers
recorded 79,849 hits — evidence that coordinated
WannaCry campaigns are stifl being run.

Global Cerber Ransomware Volume
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2021 Ransomware Trends

the aitacker bega

Jtter 1 2 1$24C . m ohe ($500if
nowpi dv 24 hourst ~ ~xchange for not leaking their
personal therapy session notes.

rmid-y -report, we described the rising trend of
ascam in which ransomware groups

ex ré eda apriortoissuing a ransom note and encrypting
Even more shocking, however, is who the criminals targeted:

- = fvictims targeted Jlded anumber =7l

the system, then use that data as leverage to increase the
odds of securing payment.

But some organizations still refusad to pay on principle, while o _ ,
. e...vilransomware group is even adding such harassment

others suspected - . atpay gthe
_ e ) to its Raas offerings. InMarc  * ~gro panhnounces the
would stually guara ngm Tty eir data.
wou 1, . eg .. gv ..-scrambled VC
As ransomware aperators recently discovered, however, callste ~* °* etarget'sbusinesspaiiersa * :medz

justbecause an organization refuses to pay aranscm, that aboutthe aiizsk.

doesn't mean its customers will refuse to pay.

Like double extortion, triple extortion begins with

ransomware operators exfiltrating large quantities of data, Wt le ransomware a acks targeting infrastructure
usually before encrypting the victim’s network. But where are! -nese attacks ramped up
double extortion groups threaten to release this data, triple s_  E" UIn2021
extortionists filter through It, find out who might have the " roughout the course ¢ e year, just about everyfacet
maost to lose, and then demand ransom from them, too. ofeveryday :was threatened by ransomware, such as
One of the first observed triple extortion cases highlights o . " _the_ | ;
the riitiessness af thisscheme. In October 2020, a w
attacker caliing himself "ransom_m * L Butwhile the payoL oi v cesolisc - ~canbe

The:  ker ed €normaus, so can the press coverage and government
the provider . s possessedlargeque ... . scrut . Two ransomware groups — DarkSide and REvil —
Vastaamo's employee and patient data and demanded a wen = i “ying successful attacks. Mue ¢ 1e
ransam of 40 bitcoin, rar ;om o 3 e . Jm Caloniai Pipeline by DarkSide
V.. L. compar . . ... 3Nt .and REvi
engug  ~ransom_man. ¢ ~ado dele g 25k -~ dats, '
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Over :2pa: :se..ralyears, we've observed numerous
ph it Jemails jcoarrespondencefror _ar
. Bu.in 2021, :FIN7 group, resp nsible
fol ¢ -~ skl e 1Darkside = ~omware operations,

de " lec ocarry outa version of these campaigns ™

Accordingtoa | alert, star - August, this group used
UPs: . _. _tos a a somware to U.S. businesses
~ surance, transporiatic Jdeiense industries.

39 2572 al e 22 . Ransomware

Targets received one of two packages: One, purportedly
from Amazan, arrived in a gift boxaccompanied by a
thank-you letter, a fake gift card and a USB drive. The other,
disguic~ 3sa package fromthe J5 Departmant of Health
and "~ nanServices, included a page of guidance regarding
COVID-15 and a USB drive.

If plugged in, these drives — which are 'oaded with "BadUSB”
attacks —. ,

dsa d @ g *are,
ulitimately creating an entry point for ransomware, commonly

emulate keystrokes, < ecute cc



Jl Cryptojacking |

In 2021, the number of cryptojacking atternpis rose to 87
million, anincrease of 19% year over year and an average of
338 cryptojacking attempts per customer network.

While cryptojacking volume didn't see the sort of triple-
digitincreases that were observed with ransomware and
encrypted attacks, this moderate increase was still enough
for 2021 to set anew all-time record.

This wasn't the only cryptojacking record 2021 set, however.
With 34.2 million hits, the first quarter of 2021 saw more
cryptojacking than any other quarter since SonicWall

began trackingit.

But worryingly, the worst month for cryptojackingin 2021
was, by far, December: While the 13.6 million hits recorded
in December don't eclipse the anomalous 15.5 million hits

observed in March 2020, it makes for an easy second place,
and a highly suboptimal starting point for 2022.

Global Cryptojacking Volume

P54

Volume

raniy

"Howto Deal with Business Email Compromise," Osterman Researc.., Sponsored by SonicWall, January 2022
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Cryptojacking by Region

Despite 2021 being a record-breaking year, only ane region
saw a large increase: Europe, where cryptojacking volume
rose 60% according to SonicWall data.

Morth America saw a year-over-year rise in cryptojacking as
well, but at 13% it was fairly modest — especially compared
to the 260% jump recorded in 2020.

In Asla, cryptojacking continued the massive freefall that
began In 2013. While cryptojacking that year reached 35.7
milllon hits, volume fell 87% in 2020 and another 37% In
2021. Asia's cryptojacking volume in 2021 was |ust under

3 million hits — less than a tenth of what it was two years ago.

he U.S., cryptojacking voime rase just 4%, due in part
to a highly depressed Q3. In contrast with Q1 and Q4. which
notched 30 million hitsand 231 m .. -espectively, the

Cryptojacking Volume | United States

Volume

i76.524

| Jan Feb Mar Apr May Jun

re yof Q8 sawjus 4.1 miilionhits  2r57¢ - - al
yearly cryptojacking velume.
2 g 3 g
Jul aug [ oep Lt | Moy bec

& 2020 @ 2021
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Cryptojacking by Industry

A number of industries also showed aggressive
year-over-year growth in cryptgjacking volume. For
government and healthcare customers, this increase was
inthe triple digits, with cryptojacking growing 709% and
218% respectively.

Despite these increases, education customers are the ones
most likely to see a cryptojacking attack. Thisis the second
year in a row for which this is held true, but fortunately for
education customars, the average percentage per manth
who saw an attack appears to be dropping.

~years past, crypl jack 1g spread wthroughfileless
malware, phishing attempts with malicious links, malvertising
and more. Some cryptojacking scripts have even been
designed with wormiike abilities, allowing them to spread
across networks.

[n 2021, SonicWall Capture Labs threat researchers
also observed crypiojacking spreading via plrated/
cracked software, public project hosting websites and
vulnerable webservers.

% of Customers Targeted by Cryptojacking in 2021
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% Targeted
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In the latter case, SonicWall Captuy ' 2bs threatre re

ur

in November observed malwarei =t _
largest cloud

‘der globally behind Amazon Web Services, Microsoft

Azure and Google Cloud.

After disabling Alibaba's cloud monitering agent and cloud
assistant service, the malware is able to execute without
nolifying the machine's owner. It disables ather processes
and cryptomining services that can compete for CPU
resources, then downloads and executes the XMRig miner.

Dueto being widely available and easy to use, XMRig
continued to be the cryptojacking program of choice in
2021. One of the file-based cryptojacking tools that came to
prominence following Coinhive's shuttering in 2019, XMRig is
anopen-source cross-platform miner.

Dear user

The program service (monitor your activity
in the program) helps us to confirm you

as a human (not a robot) and the program
will not work without it. Thank you for
understanding this.

Please first touch "Grant access” button and
follow picture guide below to run service:

|/ < R Q

hr

«d for you

acucn a L (exterty

It's drapped on the victim's machine by a number of different
types of malware, such as Vivin and BlueMockingbird, or the

Cybercriminals ways on the nunt for a quicker and
easier way 160 make money. So, when it became possible
to steal cryptocurrency from a machine directly, instead
of making the machine mine coin over time, atlackers

jumped onboard.

In November, SonicWall Capture ™ bs threat researchers
1{se w} designedto

steal crypto wa ro 15 his malicious app

is called “Trust: Crypto & Bitcoin Wallet,” and purports

to be associated with the {legitimate) TrustWallet,

cryptocurrency wallet,

Dear user

The program service (monitor your activity
in the program) helps us to confim you

as a human (not a rebot) and the program
will not work without it. 1hank you for
understanding this.

Please first touch "Grant access” butten and
follow picture guide below to run service:

Allow Service 10 have full
control of your tablet?

Fullconirol1s appronriate for apps that help
yau witt ity needs, hut nopt for
most af inciudes these permissians

© view and control screen
|

' View and pefom aclions
o . ..
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But despite Its name, it isn't to be trusted: Once installed,
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‘acks Show
crease

2021 was arnong the most turbulent years onrecord for
many threat trends, but the movement of encrypted attacks
was wild even by those standards. Year over year, malware
sent over HT TPsrose 167% — and on their way up, they set
several newrecords.

All'told, SonicWall recorded 10.1 million encrypted attacks in
2021, almost as many as 2018, 2019 and 2020 put together.
This meteoricincrease was driven by triple-digitincreases
in North America, Europe, and Asia, where attack volume
rose 220%, 142% and 201% respectively. Nct a single regicn
showed a decrease in 2021.

While youwouldn’'t expect a year with triple-digit growth to
include an all-time low, January 2021's encrypted attaclk
volume was just that. Attacks then doubled in February, and
then doubled again in March. But despite ali this doubling.
the first half of the year only represented about 20% of the
number of encrypted attacks we would see in 2021.

45 | 2022 SonicWallCyber Threat Report Encrypted Attacks
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When the second half of the year arrived, itimmediately
brought arecord of its own. A total of 864,206 encrypted
attacks were recorded in July, narrowly edging outthe
previous record high cf 811.144, setin August 2020.

But while August 2020’s spike would prove to be ablip,
August 2021's spike was anything but. That month saw
attack volume surpass 1 miillion for the first time, and for the
remainder of the year. only one month (October) would see
attack volume dip below 1 million.

December would bring yet ancther record, cne that would
blow all previous totals away. From Dec. 1 to year's end,
SonicWall Capture Labs threat researchersrecorded a
staggering 2.5 million encrypted attacks —more than 25
times the number of encrypted attacks recordedin the
month of January.



T cedu ¢ ade 1ge: attacksin2021. but While monthly trends were all over the place, two

it wasn't the only one. An average of 8.8% of education commonalities held across industries: The percentage
customers saw an encrypted attack in a given month, of customers who saw an attack was at its lowest in
compared with 8.2% of government customers. Retail January, and all industries saw a large spike in August that
customers, on the other hand, were comparatively spared: An disappeared about as quickly as it came.

average of just 2.7% of customers saw an attack per month.

% of Customers Targeted by Malware over HTTPs in 2021
15

10

% Targeted

™~

Jan Feb Mar Apr May Jun Jul Aug Sep Oct Nov Dec

@ Overall @ Government @ Education @ Healthcare @ Retail
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In 2021, SonicWall Capture Labs threat researchers recorded
5.28 trillion intrusion attempts — a 10.7% increase over the
number of attacks in 2020. and roughly five times as many
attempts as there were in 2013, the first year SonicWall
reported this data.

Butit’s important to note that these 5.28 trillion intrusion
attempts represent a combination of three severity types:
low, moderate and high. Low-severity hits typically consist
of things like scanners and pings — actions which are not
malicious and pose no threat to the target.

If we isolate the moderate and high severity intrusion
attempts — also called malicious intrusion attempts — we
find much better news.n 2021, the volume of these attacks
fell by 28% year over year.

Intrusions (In Trillions)
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2021 also ended the run of months with intrusion attempts
over 1 hillion. This streak began in March 2020, when
attempts abruptly jumped from 777 million to 1.05 billion.
Once this milestone was passed, intrusion attempts
remained above 1 billion for the rest of the year.

At the beginning of 2021, this pattern was still going strong.
But in April, intrusion attempts dropped like a rock, falling
from 1.5 billion to 874 million. Once intrusion attempts

fell below 1 billion in 20271, they stayed there for the

rest of the year.

This decrease contributed to a top-heavy year: The first half
of 2021 had over 2 bhillion more malicious intrusion attempts
than the second half, a much more positive trend we hope
will persistinto 2022.






There's beenalot of movement, . sdifferent sorts of
intrusion attempts over the pas  ~w years. In 2019, Remote
Code Executions, ar RCEs, were the top form of malicious
Intrusions, but that shitted to Directary Traversal In 2020. In
2021, Remote Flle Access attempts moved to the top.

Server Application Attack

Cllent Application Attack

SQL Injection

Remote File Access

Cross-Site Scripting (XSS)

Malformed HTTP Traffic

Remote Code Execution (RCE}

Directory Traversal

Denial of Service (D0S)

Client Application Attack

Maltformed HTTP Traffic

SQL Injection

Remote Code Execution (RCE}

Cross-Site Scripting (XS5}

Directory Traversal

Remote Flle Access
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Whenmalicio s.iirusionatl emr dropped, tt 2y dropped
acrossthe board. - ~zre was awide variety ir the amour:
of decrease. Europe showed the greatest drop, with attempts
falling 50% year over year, In Asia, attempts fell by 17%, and
in Morth America — where more than half of 2021's intrusion
atiempls occurred — attempts fell by only 2%.

3.5%






Capture ATP
& RTDMI

2021 was another banner year for SonicWall's patented
Real-Time Deep Memory Inspection™ (RTDMI) technology.
Atotal of 442,151 total never-before-seen malware variants
was identified in 2021, a 65%increase over 2020's count and

an average of 1.211 per day.

When RTDMI was added to SonicWall’s existing Capture
Advanced Threat Protection, it began identifying a large
number of never-before-seen malware variants almost
immediately. RTDMI is capable of finding malware that

relies on various anti-evasion techniques — frequently
variants of existing malware that have been obfuscated,
repacked or recompiled in such a way as to evade all existing
industry detections.

'Never-Before-Seen' Malware Variants Found by RTDMI™

150K

0
wed0

2018 101 2020 . )21
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This growth has produced a number of new milestones.

[n October 2021, the manthly total of never-before-seen
variants reached 50,418, surpassing the 50,000 mark for
the first time aver. This feat would be repaatad the very next
manth, when the total for November reached 51,633.

In 14 of the last 16 quarters, the number af new malware
variants has exceeded that found inthe previous quarter. A
total af 141,390 never-before-seen malware variants were
recorded in Q4 2021 —more than any quarter on record.

I'his growth Indicates thiat the craation of new varlants for
existing malware —ones able to bypass detection by a
majority of the industry tools an the market — is bacoming
increasingly accessible and more freguently utilized. This
is a worrisome development: if any one of these attacks
gals pastan organization’'s defenses, itcanresulling
ranscmware infection

A Year of 100% Detection — And
(Still) No False Positives

While our internal data is a tastamenlt to the power of RTDMI,
its capabilities have also been proven by third-party testing
— nol Just once, but four times in a row.,

ICSA Labs Advanced Threat Defense (ATD) testing evaluates
vendor solutions designed to identify new threats that other
tred:ticnal security products do not detect, and focus on how
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I Malicious PDF/
Office Files
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In 2021, SonicWall Capture Labs threat researchers recorded
a b2% year-over-year increase in the overall use of malicious
PDFs, while use of malicious Microsoft Office files fell € 4%.

This represents a significant reversal from a year ago. In
2020, SonicWall Capture Labs threat researchers noted

that cybercriminal groups were shifting fror PDFs to Office
files in their 2027 malware campaigns, driving last year’s
percentage of malicious PDF files down 22%, and catapulting
the percentage of malicious Office files up 67%.

But it's important not to conflate the percentage increase
with the percentage of total files. For instance, th2 numter
of malicious PDFs detected showed dou  -digi. growch, but
since PDFs only represented 9.2%ofa  slicious files last
year, the percentage of tofal malicioL . s that were PDFs
was still pretty smallin 2021.

2021 Nev

Scripts 24.26%

i

Execy
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Office files, on the other hand, were a quarter of all malicious
files identified. but this year represent less than 1in 10..Exe
files picked up most of the slack, doubling from just over 15%
toroughly 30%.

F

With cloud platforms overtaking programs installed on
devices. and with two-factor authentication (2FA) becorning
the norm among companies looking to harden their security
posture, the average user now enters their login credentials
several times a day. While it's tempting to let muscle memory
take over and get through the process as quickly as possible,
doing so may open you up to credential theft.

In 2021, SonicWallidentified several phishing campaigns
designed to trick busy or distracted employees.

A majority of the HTML phishing emails observed in 2021
were designed to launch alogin form, which is prefilled
with a user's email address. All you have to do is enter your
password —cybercriminals are counting on well-practiced
users to do this in about two seconds, not long enough to
notice that anything might be amiss.

Once the user enters their password, it's sent to the
malware-hosted remote server and the useris redirected to
some legitimate website.

This trend of using "authentication fatigue” to harvest
credentials has also been observed in phishing campaigns
using PDF files. While mostattempt to sieal Microsoft Office
credentials. researchers encountered files attempting

to steal Dropbox, Amazon, DHL, Google Drive and Adobe
credentials as well.

Enter Password

The embedded JavaScript on the left displays the legitimate-looking login form on the right.
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In this case, the iframe asks for the user's password, with the word "Invalce” visible to boost legitimacy and Increase urgency.

Lyt a
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D e nrily

In this highly targeted exarnple, the PDF 1s designed to imitate a Dubai Electricity and Water Authority bill. The image 1s blurred, but there
Is alinkreading "View your bill" that, when clicked an, leads to a phony Adobe login page.
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Filenames to Look Out For in 2022

I'he trend of barrowed legitimacy continued ta the
filenames used in these campaigns. Because most people
know encugh tolook al afilename kafare apening It

and because virtually na one is going to openafile with a
name like "InfoSstealer.xlsm” or "malware.exe” — phishing

groups name their ma
gravitas and urgency.

But while you're highiy lixely to receive a malicious file called
"Document,” the odds of it actually being a document (as in, a
Microsalt Word file) are only about 11n 12. Tha vast majority
of malicious Cffice files are Excel spreadsheets, with .xlsm

cious files tor

baing the most commaon extension.
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J loT Malware
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IoT malware continued to climb last year: SonicWall Capture
Labs threat researchersrecorded 60.7 million loT malware
hits in 2021, the highest number ever recorded by SonicWall
in a single year.

In March, researchers recorded 8.8 million instances of

loT malware. the highest monthly total recorded all year.
This didn’t come close to beating the monthly record set

in October 2020, which saw 10.8 million hits, but higher

monthly totals of 10T malware overall resulted in a 6% rose 218%and 66% respectively. With no corresponding

slowdown in the proliferation of connected devices, this

year-over-year increase.
suggests attack volumes may be leveling off.

While anincrease in attacks is never goodnews, it's better
thanithasbeen.In 2019 and 2020, loT malware volume

Global IoT Malware Volume
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loT Malware by Region
The 6% glohe! increase représented the confiuence of
several disparate trends. In Narth America, attacks rose by a

maderate 18%. In Europe, loT malware trended the cthar way,

with researchers observing a 10% decrease year over year.

Asia bore the brunt of the increase. |oT malware ihere
increased 92% year over year, continuing the upward trend
ohserved in 2020, whan loT malware Increased by 18%.

More than a third of the world's o7 attacks ocecurred inthe
United States. In 2021, the U.S. saw 21.8 million [oT malware
hits, a 6% year-gver-year increase.

While this mirrors the global increass, the trends in the
U.S. looked much different. Glabally, 6T malware peaked In
Q1. butinthe U.S,, itdidn't peak until Q4. The fact that the

U.S.ended - - upward spike suggests the 1a il
there mig” t 1ake up an even larger percentage o7t
global total in 2022,

ol malware volume in the UK. trended In the opposite
direction, loT malware in the LLK. currently makes up only
3.6% of the global total, but if this trend continues, we expect
{0 see this percentage fall over the nexi year.

loT Malware Volume | United States
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loT Malware by Industry
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SonicWall Capture Labs threalresearchers observed may be the way [oT devices are networked. Due to the
increases in loT malware across all industries studied. life-and-death nature of many healthcare loT devices,

The largest jumps were in healthcare, which saw a 71% healthcare facilities tend to keep these devices on their own
year-over-year increase, and government, where loT separate and highly secured netwaork, largely inaccessible
malware increased 46%. The Increase for education and by other devices.

retail was {comparatively) more modest: Both saw loT
malware rise 28%.

Although education saw one of the smallest decreases,
that probably wasn't much comiart o the average 10.5%
of education customers targeted each month. But there
was one upside: while each industry saw the percentage
of customers targeted decrease throughout the year,
education saw the biggestdrop.

Cne interesting thing to note: For most attack types, the
industry with the lowest percentage of customers targeted is
retall. Butfor ioT malware, it's healthcare. One reason for this

% of Customers Targeted by loT Malware in 2021
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/ Statute

As’ T alware attack voiime continues to rise,
governments aro e world got serious about ensuring
the - y of these devices in 2021.

moacec O« r "+ eEU's 2014 Radio
Eq no. .. 2clivewor - _uret lireless devices
a"~ Ic """ safe before ~ing scld, require manufaciurers

" w hew cybersecurity s: T g ards when designing
and producing products, and mandaie \ncreased protection
for personal data

Australia

Due i & lack of response from manufacturers of
lower-cost goods, the Australlan government announced
It Is conside ing making mandatory a suite of voluntary
regulations introduced in September 2020 These
regulations would ouiline a set of minimum cybersecurity
reguirements for cansumer-g ade sma tdevices. The
Australian government accepted submissions on the
specifics aof these requirements thraugh Aug 27 and the
crafting of this legislation is ongoing.

March, legislation known as th
passeu, the law would

create security standards for lc “devices based on
recommendations from an advisory committee made up of
cybersecurity experts fram the government, academia and

.. - private sector. Devices meeting these regulations would
be allowed to label thair products with a mark indicating they
had met the standards and their products were more secure.

li  ovember, the U.K. Department for Digital, Culture,

Media and Sport ar icedth. )
T i< egislation

. nsun rerse d. aL ., assy s, re -.nar ac rersto

disclose . 1 ~ v nethey plannedto o et ~ring

security updates for these devices, create a public point of
coniactlior reporting vulnerabilities, and requires devices
have the ability to receive software updates.
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Attacks on

Some attack types, such as loT attacks, seem to rise reliably
each year. Others, such as malware, trend capriciously.
sometimes increasing for years at a time, then falling

for the next several months or years before reversing
course once again.

Non-standard port attacks follow neither of these patterns.

Since SonicWall began tracking non-standard port attacksin
2018, they've followed a consistent, pendulum-like pattern,
rising in even-numbered years, and falling in odd.

In 2021, the pendulum swung back, bringing withit a 10%
decrease in non-standard port attacks and wiping out most —
but not all — of the gain that occurred between 2013 and 2020.

0

40%

in-Standard Por

Non-Standard Ports

In April, 20271's low-water mark, the percentage of
non-standard port attacks fell to 9%, the lowest since
January 2019. However, we may not see another monthin
which these attacks sink below 10%. While the cadence of
non-standard port attacks follows a predictable rise-and-fall
pattern, we've seen both the crests and the troughs of these
attacks trend higher over time.

IT this continues to hold true, there's a good chance the 2023
SonicWall Cyber Threat Report will feature non-standard
port attacks breaking the 30% mark.

itandard Poits
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In networking. a port helps completethe ccti onor
40,000
perts are registered; however, only a small number —the

crigination network address of a message. Ab_ .

“standard” ports —are typically used. For example, HTTP
uses port 80, HTTPS uses port443and ¢ use port 25.
Services using a port that isn't the one assignec
default, usually as defined by the IANA port numbers registry,
are using a non-standard port.

them by

There's nothing inherently wrong with using non-standard
ports. But traditional proxy-based firewalls typically
focus their protection on traffic passing through the
standard ports.

With so many ports to monitor, these legacy
firewalls can't mitigate attacks over non-standard
ports. Cybercriminals know this, and target

63 | 2022 SonicWall Cyber Threat Report

non-standard ports to increase the odds their payloads can
be deployed undetected.

Medern firewalls that are capable of analyzing specific
artifacts (as opposed to all traffic) can detect these attacks,
making this anincreasingly important criteria to look for

in a security solution as non-standard ports trend (ever
zig-zaggedly) upward.

Attacks onNon-Standard Ports .



Conclusion

Cybercrime has evolved, making it harder for defenders to protect
against, detect and stop atiacks from entering their networks. As the
pace of attacks continues tc increase, and the ways aftackers breach
and infiltrate systems continue to become more targeted and evasive,
the future will increasingly belong to the proactive.

Proactive organizations have a thorough understanding of both their
network and the threat landscape, allowing them to adapt and shift
just as agilely as cybercriminals. This enables them to quickly detect

and stop attacks.
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About the SonicWall Capture
Labs Threat Network

Intelligence for the 2022 SonicWall Cyber Threa Rep

oL e fromreal vorld datagathered by the
., which securely moni n

3¢ sinformation _.m globaldevicesinc.. ng:

= More than 1.1 million security sensorsin over 215

countries and territories

+ Cross-vector, threat related information shared among

SonicWall security systems. including firewalls, email
security devices, endpoint security solutions, honeypots,
content filtering systems and the SonicWall Capture
Advanced Threat Protection (ATF) multi-engine sandbox

= SonicWall internal malware analysis

automation framework

* Malware and IP reputation data from tens of thousands of

.

firewalls and email security devices around the globe

Shared threat intelligence from more than 50 industry
collaboration groups and research organizations

Analysis from freelance security researchers

Global Sensors

Countries & Territories

Monitoring

Threat Response

| a ..re Samples Collected Daily

Malware ; tacks Blockec .aily
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