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I Sobre a NetSol

FUNDACAO/FOCO

Fundada no ano 2000.

Foco em terceirizacao da
mao de obra especifica
de seguranca de rede.

ORIGEM

BHNET foi um BBS/ISP
inovador que ocupou
posicao de destague em
Minas Gerais na década
de 90, sendo vendido
em 1999 para a
Telefonica de Espanha.

NetSol

Seguranca na Internet

Eq Netsol



I Numeros NetSol

NetSol. Seguranca na Internet.

Anos de vida 100% Mineira Anos de ISO 20.000 Hosts gerenciados

[

300+

Meédia de Clientes com Equipe Satisfagdo
crescimento anual contrato ativo 100% Certificada dos clientes

Eq Netsol



I O que podemos fazer por sua empresa
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CONSULTORIA EMAIL SEGURO

ANTIMALWARE CERTIFICADO SSL CLOUD SECURITY
Protecao parasuas Para ambientes Microsoft e Correio eletrénico cor
aplicaco Linux. colaboracao.
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Monitoramento de at
black box e grey

Internet dedicada de alta
velocidade. rede com alertas.
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I Sobre a SonicWall

FUNDACAO/FOCO

Fundada no ano 1991
com foco no
desenvolvimento em
tecnologias de seguranca
da informacao.

ORIGEM/TIME FRAME

Empresa Americana do Vale

do Silicio atualmente
localizada em Santa
Clara/CA.

2010 - Thoma Bravo

2012 — Dell Computadores

2016 - Francisco Partners
and Elliott Management

-
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SONICWALL

SONICWALL )3
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SonicWALL

SONICWALL

~
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NUmeros SonicWall

SonicWall. Lider em inovacao. Parceiro de seguranca confiavel.

Anos de Colaboradores Profissionais Patentes
experiéncia no mundo certificados no Brasil registradas

Crescimento no Appliances Appliances Lider mundial em NGFW
Brasil em 2017 vendidos no Mundo instalados no Brasil para o mercado SMB

Eq Netsol
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I Portfélio de Seguranca SonicWall

SonicWALL Email
Security Software
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I Portfélio de Seguranca SonicWall

e ¥ Dropbox G Suite @ box

SONICWALL | CAPTURE CLOUD PLATFORM

FW « IPS « ATP »« DPI TLS « ANTI-MALWARE « CASB « ANTI-PHISHING « URL FILTERING * WAF

t t t
THREAT PREVENTION ~ MANAGEMENT  REPORTING / ANALYTICS
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Certificados da Industria

FIPS 140-2

USGv6 Testing
(IPv6)

@

Common Criteria EAL NDPP,
EAL4+ Q3: TFFW,
IPS Protection Profiles

NSS Labs

ﬁfff

<

NSS Recommended

READ) /

IPv6 Phase 2

UCAPL CsfC (1H’FY17)
JITC Certified

APLITS

Approved Products List Integrated Tracking Syste!

Approved Products List IPv6 Phase 1

Integrated Tracking System

[ PN

‘Suite B

¢
Cryptographic Algorithms %

@Iabs

WFIREWI\LL— CORPORATE

ICSA Firewall

@Iabs

‘iiiii i a:’ FIREWALL -ENTERPRISE

ICSA Enterprise Firewall
(IPv6, High Availability, VoIP)
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Premiacoes de mercado pelas tecnologia
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I Linhas de Next Generation Firewall SonicWall

Virtual Series )
Privada, hibrida e ambientes S = B A a— = ———vwrn A
de nuvem publica NSv200 NSv300 NSv400 NSv800 NSv1600

SuperMassive Series
Grandes corporagoes, acima
de 10.000 colaboradores

NSSP12k 9600 9400 9200
NSA Series - - - - =
Empresas medias, até
10.000 colaboradores NSA 6600 NSA 5650 NSA 4650 NSA 3650 NSA2650
TZ Series E
Pequenas Empresas,
até 500 colaboradores Wireless Models TZ600 SOHO

SOHO 250

Ea NetSol



omparativo dos Appliances TZ

Comparativo dos Equipamentos SonicWall - TZ

Appliance Full DPI performance (bit/s) Maximo de conexdées (DPI) Desempenho DPI SSL (bit/s) VPN Site to Site VPN Client to Site (SSL) Interfaces
TZ 105/W * 25.000 8.000 = 5 10 5x10/100 Ethemat, 1xUSB, 1xConsole
TZ 205/W * 40.000 12.000 - 10 15 5xGbE, 1xUSB, 1xConsole
TZ215/W * 60.000 32.000 - 20 25 5XGbE, 1xUSB, 1xConsole
SOHOW 50.000 10.000 - 10 10 5xGbE, 1xUSB, 1xConsole
TZ 300/W 100.000 50.000 45.000 10 50 5XGbE, 1xUSB, 1xConsole
TZ 400/W 300.000 90.000 100.000 20 100 7XGbE, 1xUSB, 1xConsole
TZ 500 400.000 100.000 150.000 25 150 8xGbE, 2xUSB, 1xConsole
TZ 600 500.000 125.000 200.000 50 200 10xGbE, 2xUSB, 1xConsole
* Appliance geragao 5 - incapaz de rodar a versao mais recente do SonicOS
Comparativo Appliances SonicWall - TZ
[ —
TZ 600
[
TZ 500 _

TZ 400/W _‘ -

TZ 300/W E

SOHO/W .
SR
TZ 205/W * .
TZ 105/W * l

100.000

m Desempenho DPI SSL (bit/s)

200,000

300,000

m Maximo de conexdes (DPI)

400.000

m Full DPI performance (bit/s)
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I Comparativo dos Appliances NSA

Comparativo dos Equipamentos SonicWall - NSA

Appliance Full DPI performance (bit/s) Maximo de conexdes (DPI) Desempenho DPI SSL (bit/s) VPN Site to Site VPN Client to Site (SSL) Interfaces
NSA 220/W * 110.000 32.000 - 25 15 7x1 GbE, 2xUSB, 1xConsole
NSA 250M/MW * 130.000 64.000 - 50 15 5x1 GbE, 2xUSB, 1xConsole
NSA 2600 300.000 250.000 200.000 250 250 8x1 GbE, 1xMGMT, 1xConsole
NSA 2650 600.000 500.000 250.000 1.000 350 4x2.5 GbE SFP, 4x2.5 GbE, 12x1 GbE, 1xMGMT, 1xConsole
NSA 3600 500.000 375.000 300.000 1.000 350 2x10 GbE SFP+, 4x1 GbE SFP, 12x1 GbE, 1xMGMT, 1xConsole
NSA 3650 730.000 300.000 300.000 3.000 500 2x10 GbE SFP+, 8x2.5 GbE SFP, 4x2.5 GbE, 12x1 GbE, 1xMGMT, 1xConsole
NSA 4600 800.000 500.000 500.000 3.000 500 2x10 GbE SFP+, 4x1 GbE SFP, 12x1 GbE, 1xMGMT, 1xConsole
NSA 4650 1.200.000 1.000.000 500.000 4.000 1.000 2x10 GbE SFP+, 4x2.5 GbE SFP, 4x2.5 GbE, 16x1 GbE, 1xMGMT, 1xConsole
NSA 5600 1.600.000 1.000.000 800.000 4.000 1.000 2x10 GbE SFP+, 4x1 GbE SFP, 12x1 GbE, 1xMGMT, 1xConsole
NSA 5650 1.700.000 1.500.000 800.000 6.000 1.500 2x10 GbE SFP+, 2x10 GbE, 4x2.5 GbE SFP, 4x2.5 GbE, 16x1 GbE, 1xMGMT, 1xConsole
NSA 6600 3.000.000 1.000.000 1.300.000 6.000 1.500 4x10 GbE SFP+, 8x1 GbE SFP, 8x1 GbE, 1XMGMT, 1xConsole
* Appliance geragao 5 - incapaz de rodar a versao mais recente do SonicOS
Comparativo Appliances SonicWall - NSA
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Reconhecimento NSS Labs, Microsoft e CVE Details
CVE Details

NSSY)

SonicWaII um dos NGFWs de maior e melhor valor

segundo o N/@ABS

A SonicWALL esta
ha 6 anos
consecutivos no
Secure Value Map
do NSS Labs

Fonte: https://www.nsslabs.com/

Microsoft Active Protections Program
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A SonicWall

sempre langa as
atualizagdoes em
menos de 48
horas

Fonte: https://technet.microsoft.com/en-us/security/dn467918.aspx/

TN RN PP e o |

A SonicWall
estd sem
vulnerabilidades
de Firewall ha
mais de 10 anos

10 anos

Fonte: https://www.cvedetails.com/vulnerability-list/'vendor id-628/Sonicwall.html
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Exemplo de cenario

Trabalhadores

moveis

Matriz

TR
= oFerentH | iy |

Filial 2

i“ I |ri fi
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Filial 3

e

Cenario tipico

Sede central da
organizagao

Escritorios multiplos

A rede conecta sites
pela Internet

Seguranc¢a de e-mail

Acesso movel seguro

Cada site precisa

Firewall com servigos

de seguranca
Sem fio seguro

Gestao central

Ea NetSol



I Firewall versus Next Generation Firewall

1P Hoader Length | [Type of service

16 bit total length
16 bit identification fragment offset flag/length

TTL _ 16 bit header checksum
: i 32 bit source IP Address
Time to Live — —
: sy Cl—J 32 bit destination IP Address

& Ap
1300

Stateful Packet Inspection

London
H 7895678

Analisa o cabecalho dos pacotes IP.

= . o, Microsoft: . —
A Linux ;%Forefront“ Mikror ik

1P version (4)

ver ToS - 16 bit total length
16 bit identification fragment offset flag/length
TTL i 16 bit header checksum
E : ) 32 bit source IP Address

32 bit destination IP Address
options (if any)

data

Analisa os pacotes IP por completo.

SONICWALL E73 Netsol



Diagrama Next Generation Firewall

Identificagao Categorizagao Controle
» Por aplicagao - ndo por porta ou protocolo » Por aplicagado * Prioriza aplicagdes por politica
* Por usuario/grupo - ndo por IP » » Por categoria de aplicagdo » » Gerencia aplicagoes por politica
* Por contetlido - ndo por nome de arquivo * Por destino » Bloqueia aplicagdes por politica
* Por contetido » Detecta e bloqueia malware
* Por usuario/grupo * Detecta e previne tentativas de intrusao
. Users/groups Policy o o

' Application chaos M
" Many on ports 80 and 443 Critical apps P Prioritized bandwidth

Omade VolP Salesforce
YouTube Salesforce | Massively scalable }
Civiruses  Sling Media . szf::tﬁgt;ﬁmnm n‘ n. I
Acceptable apps » Managed Bandwidth

BitTorent € spyware "-

Skype  World of Warcraft
© worms VolP

SingMedia  Pandora
Skype Facebook YouTube

ah |

High perfom'\ance multi-
core Reassembly-Free

FrostWire ! BotNets oF!

. Facebook eMule
" Cloud-based
AN SAP extra-firewall
—— — intelligince

\ H Reputation DB

HGRID Network

Unacceptable apps » Blocked

BitTorrent FrostWire x
eMule World of Warcraft

Visualize and manage policy
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IProtegéo contra ameacas — Licenca CGSS

Malware

SSL/TLS Detection Content

: Filteri
Inspection —erte

Anti-spam/

s Seguranca da rede

—

Interna e internet

Anti-Virus

\1ti-Snvware phlshlng

U

Protecao contra ameacas conhecidas
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IProtegéo contra ameacas avancadas — Licenca AGSS

Malware

SSL/TLS Detection Content

Filtering

Inspection

Anti-spam/

e iching Seguranca da rede
Interna e internet

Anti-Virus

Sandbox

Protecao contra ameacas conhecidas ¢ desconhecidas
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I SonicWall Capture ATP — Funcionamento

( )l CAPTURE IRCTEE,
LABS RANSOMWARE
VMRAY PGl 001010 ] Artefato 1o % GRREDEADS 5
010100101101 A.m.w:i N DE MAQUINA -
SONICWALL o, [ o ?L‘.’TEIJLTQZEJ.’E SADEOX DE CAPTLRA
110 1 1,00 10BABA “"“’-"“42; S oﬂvper
» (D) @ oo
‘ GVH[ lizaca
f —T @RTDMI
-
e e W
jects | ¢
Miultiplas camadas para andlise e deteccio de Varios tipos de arquivo e analise de ambiente do sistema
ameacas avancadas: sandbox virtualizado operacional, sem limitacao de tamanho de arquivo: PE,
. 5 . . J4
emulacdo completa do sistema operacional e analise MS Qfﬁce, PDF, archives, JAR, APK. Bloqueia atc o
a nivel de hypervisor. veredito do gateway.
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I SonicWall Capture ATP — Tela

SON|CWALL' NSl : 2650 INVESTIGATE ~ MANAGE QUICK CONFIGURATION Alert | Help | Logout

Firewall Name: Sonicwall Clamper Mode: Configuration »

Dashboard
N O
Capture ATP / Status Upload a file

Event Summaries
Threat Protection

Capture ATP

Spam Statistics ) .
Files scanned in the last 30 days

0

Appliance Health =)
Overview

Live Monitor 400 -
Multi-Core Monitor

Bandwidth Monitor

Protocol Monitor

RF Monitor

2
0

100

% of malicious files found

300 ~

200
Current Status
System Status 100 4

4 User Sessions
SSL-VPN Sessions

" T T T T T T T T 1 T T T T T
Active Users Dec/19 20 21 22 23 24 25 26 27 28 29 30 31 Jant 2 3 4 5 6 7 8 9 10 1 12 13 14 15 16 17
Active Guest Users

User Monitor
High Availability Status
Anti-Spam Status

Viewing 13 files of 2,598 total scanned

Status is malicious ¥ @ Add Filter.

Access Point Stations

3G/4G/Modem Status

VoIP Call Status Status _ Filename Submitted by stc Dest

Virtual Assist Status

WAN Acceleration Status @ Mmauicious Jan 17 - 0:59am (unknown) 18B169980B00 185.35.67.57:42522 192.168.5.201:25
‘ Jan 16 - 12:04pm NewKingrootV4.50_C120_B220_office_release_2015_08_03_nokm_247306.apk 188169980800 203.205.138.187:80 172.16.100.196:33862
Jan 16 - 12:01pm NewSuperSU-2.79.10.zip 18B169980B00 45.79.105.122:80 172.16.100.196:38228
Jan 16 - 9:51am Shipping Documents.zip 18B169980B00 213.152.160.138:50087  192.168.5.201:25
Jan 16 - 9:11am (unknown) 18B169980B00 200.147.34.187:26881 192.168.5.201:25
Jan 16 - 8:31am PO##098819.docx 18B169980B00 63.134.199.172:1103 192.168.5.201:25
Jan 16 - 4:42am INQUIRY.arj 18B169980B00 103.20.215.161:49774 192.168.5.201:25

SX. 1

Status: Ready



SonicWall Capture — Tela

-

SON|CWALL | Capture ATP Report

Jan 16, 12:04pm

172.16.100.196 downloaded a malicious file. The endpoint may need to be cleaned.

Source
203 I 20
A 2910kb -
Zip archive data n
NewKingrootV4.50_C120_B220_office_release_20 virus scanners

15_08_03_nokm_247306.apk detected malware

Analysis Summary 14 scanners detected.

The virus scanners identified this file as known ahnlab_detected
malware. It was judged malicious.

command_detected
gdata_detected

sophos_online_detected

File Identifiers

MD5: acf3a5b34ae1898ecb85720c718e11d9

SHA1: ce2e58fd50358ce9fbe885a2986416d6794dc7c1

SHA256: 46802356795ed4aalch3f6869fff7ee27ef287808337305b3bcfd07d0bff568e

vendor reputation
inconclusive

antivir_detected
command_online_detected
ikarus_detected

global_verdict_detected

SonicWall —

Destination

172.16. WD 33862

domain reputation
inconclusive

bitdefender_detected
esetnod32_detected

quickheal_detected

embedded code
found

clamav_detected
fortinet_detected

sophos_detected

Host Name: miaOvm-s1sbxcapture01
Serial Number 188169980800
Capture ATP Version 2.3.9

Report Generated on Wed, 16 Jan 2019 14:04:27 GMT

Ea NetSol



I Solucao Proposta

SOLUCAO ITEMS TREINAMENTO SUPORTE
SONICWALL OPCIONAIS GERENCIAL MONITORAMENTO

NGFW

(obrigatdrio)

NGFW HA

(opcional)

1

| Licenca CGSS ou AGSS

(1, 2 ou 3 anos)

. .
w N

GMS/Analyzer
(recomendado)

Access Points
(opcional)

Switches
(opcional)

Na implantagao
(sem custo)

Depois da Instalagao

(sem custo)

o Licencas de Enforced Client Antivirus (opcional)

8x5
(mais plantdo)

24x7
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I Objetivo da solucao

IMPORTANCIA DO PROJETO

Aumentar a disponibilidade e seguranca da empresa

O

ESTRATEGICO GERENCIAL

Otimizar recursos
Aumentar seguranca

e Gerar relatorios Q

SOLUCAO PROPOSTA

SonicWall + Service Desk NetSol

Governar todas as identidades
Inspecionar todos os pacotes

o
=
-
(e
=
o

Ea NetSaol



I Diferenciais da NetSol

MONITORAMENTO NO NOC NETSOL

SONICWALL

TECHNICAL

MASTER

N

EMPRESA
CERTIFICADA
I1SO 20.000

~

-

MAIOR PARCEIRO
SONICWALL EM MG

/

-

EQUIPE CERTIFICADA
COM TECNICOS CSSP

/

~

PARTE DO PROGRAMA
PTS QUE FORNECE
SUPORTE LEVEL 3

SONICWALL

EEN&R&



Cronograma de trabalho apods aceite da proposta

(7 o [ Y : 4
D D D D D

® 6 6 o ¢

Capacitacao da Configuracao do Migracao das Agendamento da PDCA
equipe da equipamento na regras existentes virada para a
empresa cliente rede do cliente em na solugao nova solugao e |
para gerenciar a paralelo com a existente para a execucao de um
nova solug¢ao solucao existente nova soluc¢ao checklist PDCA

E3 NetSol



Engajamento da Diregao

O engajamento da dire¢do
da empresa é fundamental
para o sucesso do projeto.

Infraestrutura

Em alguns casos é
necessdrio fazer
investimentos em
infreestrutura de switches,
links para permitir o
funcionamento da solugdo.

I Fatores para o sucesso do projeto

VO
0@

Capacitacao

E necessdria a capacitagédo
dos gestores da solugdo e
dos usudrios finais.

Continuidade

E necessdrio haver a
criagcdo de um comité de
segurancga da informacgdo
para gerir a solugdo.

E3 NetSol



I Console SonicWall

SONICWALL

Network Security Appl

EQ Netsol



® / € SonicWall - Administration fo x\+

2 2 (' ) 78 | https://netsol.sw.netsol.com.br:10000/main.html @  Q Pesquisar A w B da © @" ® =
SONICWALL  Network Security Appliance Nert | Wizards | Help | Logout
@ Mode: Configuration b
v B2 Dashboard Dashboard /. Real-Time Monitor

Multi-Core Monitor c1]

To configure, go to AppFlow > Flow Reporting.  [Using Local Collector] 23:34:52 May 30

@ sec. 9 @ @ VEULET 2 minutes Data Source: ([T ©
AppFlow Dash
AppFlow Monitor =]
AppFlow Reports @ 40.0Mbps
T, Applications 7 1Pvd and IPv6 -/ [an Apps v | Auto Y-Scaling ul
30.0Mbps
User Monitor £]
BWM Monitor €]
20.0Mbps
Connection Monitor &
Packet Monitor B o omps
Log Monitor @
» = System Obps
, @ . 23:33 23134
Networl
= |2 Legends
» @ 36/46/Modem HTTP General HTTPS HTTP
> é SonicPoint Bl Image-2995 Il Archive-3057 I Archive-3086 Il MPEG-594 B IMAP-5174 [ | Protocol-6597 MGMT AVG-789 Protocol-6596 Bl WebEx-5742 Il CURL-1618 I YouTube-11644
. McAfee Microsoft Internet Amazon WhatsApp ) Service ShoreTel . Google Mail
> | - - " -
e Firewall I Airbnb-7812 Bl General DNS [ | SiteAdvisor-1906 Explorer-10270 CloudFront-10538 eBay-5808 | Messenger-12506 Bl Spotify-678 | RTP Il Debian APT-807 I (Gmail)-3440 ) s5L-7927
> ﬁ Firewall Settings . . . Microsoft Office
B I Others Optimizely-7873 DNS Protocol-4395 Hll Omniture-6886 Bl Document-7252 Ml Twitter-3983 Bl Image-8682 B Uber-7806 " Document-9388 4Shared-5633 DNS Protocol-4399 365-10571
> DPI-SSL
» @ orr-ssH B Sophos-9862 B IMAP-9882 ] E'xfm":_:ey B Amazon.com-8460 [ ?:5,—0501052 ;m’e 1 General HTTPS Service jabber ISAKMP-2462 General SNMP Trap Il m‘ st W 10MP-5193 ] f‘ee";?' HTT
> HTTP HTTP ice Tivo Tt
5 R W isiag M ICMPS19S 15 Service Echo Userohgent-10257 :‘;"’e o TCP Image-4254 B DNS Protocol-6818 Ml General HTTP Bl DNS Protocol-5183 [l General IcMP I DNS Protocol-6820 1| General IKE
> VoIP
Service IKE . ..
= Anti-Spam Freegate-2532 General NETBIOS General UDP I General SNMP Il STUN-875 Bl Skype-7651 Ml General TCP B Google-9379 | Google-6015 (Traversal) Service porta 8443 Service imaps
» @ wen B Service NTP
» SSL VPN a
» a Users 15.0Mbps
» High Availability 10. 0ops Ingress Bandwidth? | current: 5.5Mbps Min: 932.5Kops Max: 11.7Mbps Auto Y-Scaling
» e Security Services 5.0Mbps
> 3 WAN Acceleration .
- B2
4 @ AppFlow
> @ Log 5.0Mbps
10.0Mbps
R Egress Bandwidth 7 [ current: 6.5Mbps Min: 1.7Mbps Max: 12.7Mbps
15.0Mbps
23:33 23:34
> 1 de.

Status: Ready

E3 NetSol



® / € SonicWall - Administration fo x\+

¥ (€ ) Gl & | nttps://netsol.sw.netsol.com.br:10000/main.htmi

@  Q Pesquisar

A NET OB O

SONICWALL"  Network Security Appliance

Alert | Wizards | Help | Logout

Mode: Configuration »

v B8 pashboard Dashboard/ AppFlow Monitor
Mult-Core Monitor 3

.
Real-Time Monitor & .

oo [

AppFlow Reports @ | Applications || Users || URLs |

Threat Reports

Filter View lmarval:l Last 5 minutes B Group:  Application

msmun-pondnu“m-uUVomumu

e \

| Load Filter: -~ Select/Input Filte B @
Data Source: ([T

1P Version: |_IPv4 and IPve [

User Monitor
BWM Monitor
Connection Monitor
Packet Monitor
Log Monitor
» & gyctem
@
@
)

Network
3G/4G/Modem
SonicPoint
Firewall

Firewall Settings
DPI-SSL
DPI-SSH
Capture ATP

> 9 VoIP

> ﬁ Anti-Spam

» @ ven

» B8 ssiven

> a Users

> High Availability
> o Security Services
> E WAN Acceleration
» [ Appriow

v Lo

up time: 0 Days 00:05:25 Report Flows Mode: All

bled. To ¢

EHY] ®®@  @smum)

Service ShoreTel RTP, 35.96%

General DNS, 22314%/

@AppFlowtoLoalf ! is Ei

figure, go to AppFlow > Flow Reporting.

Encrypted Key Exchange, 0.096%
General SIP control, 0.206%

General SMTP, 0.532%

SMTP, 0.77%

ICMP, 1.554%

SSL, 9.173%

General HTTPS, 11.265%

DNS Protocol, 18.125%

last update: 23:42:02 May 30

Status: Ready

E3 Netsol



@ SonicWALL | Network Security Appliance

' Dasrboard
Muti-Core Monitor
Real-Time Monitce
ApcFlow Cash

Appfiow Reports
Threat Roports
User Monitor

>°MS«M
» d WA Acceleration
'&W

B g

EEEREE

Swtbond - AppFlow Monitor

4| FiterView *  Users v x

Applications  Users URLs  Initistors Responders  Threats  VoIP VPN Devices = Contents

B v versien: IMNMB.‘ R wexXe

& W e

w @ N o wn

15

Up Bese 10 Days 19:14:39  Report Flows Mode: Al

& AppFlow to Local Collector is Enabled. To configure, go to AppFlow > Flow Reporting.

Service RPC Services
Service RPC Services (1ANA)
Whatsipp Messenger

DINS Protocol

Service NTP

Last 6 hours

B oo Appication

2.79M

449,07
201.81
102,15
$7.95¢

Alert | Wizards | Help | Logout

0.178
1.204
0.936
0.594
0.102
0.090
0.114
0.434
0.123
0.188
0.439
0.287
0.063
0.367
0.297

(7) St

e 0O © 0o O 0O o O o O o o o o o

last update: 13:07:48 Nov 06

Status: There were no changes made.

E3 Netsol



@ SonicWALL | Network Security Appliance

v B pssricarc
Mut-Core Montor @
Real-Time Monkee B
AppFiow Dash a

AppFlow Ropoets e
Theeat Reports
User Monicr
WM Monitae
Connection Monkor
Packet Monkor
Log Montor

P e

» D neswork

» @ 3g46M0dem

b A= Soncpoim

» @ Frennt

» B Frewall Settings

» (@ orres

» & v

» £O Anti-Spam

N

» B ssLven

» & Users

» 88 High Avotatisty

» @ securty senvices

» 4 WaN Acceleration

» (8 appriow

B s

AppFlow Monitor

View * Users » =

Applications

Create Ry

. Filter View Inte

va

Create Rule

This creates 8 match object of items from the kst bekow, You can black,

bancwidth manage or monitor thes match object.

WhatsAgp Messenger

BWM Global-Low

8WM Global-High
BWM Global-Medium

x

Report Flows Mrvswc. mn

r

Load Filter:

-

Alert | Wizargs | Melp | Logout

Mode: Configuration »
) X
Loca |~
Status

Status: There were no changes made.

E3 NetSol



@SonicWAlL|Notwo¢kSoanyAppﬁanco Aert | Wizards | Melp | Logout

> B Dashboard Frewal Setings . BWM
» B 5o
» D Network Cancel | Restore Defaults..
’e 3G/4G/Modem
D& SonicPont
.Gm Bandwidth Management Type: ~  Advanced ) Global ~ None
»
- , Inteface BWM Settings
Advanced
e v reE—— S—
Flood Protection
Multicant 0 Realtime ) o “ra 0 %
QoS Mapping 1 Highest C o % W %
SSL Control 2 Migh % 00 %
» (@ oersst 3 Medium High 0 ° % 0 %
.g ho? 4 Medium v S0 o W %
> Spam _
e 5 Modium Low ( 0 o WO %
» @ v
- 6 Low 0 % W %
» M saven -
7 Lowest ( 0 £ W %

Note: This priority table is used only when global bandwicth management is selectec. (When using logacy BWM, values
can be set independently in Firewall Access Rules and Action Objects. Jin global BWM mode, ol tra'fic (by default) is
marked as "medium® priority uniess configured via firewal rule/app firewall rule.

Status: There were no changes made. Ea NetSol




@SmthAlL|NotworkSocurityAppiianoo Alert | Wizards | Melp | Logout

v B ossrbose “wrions . AppFlow Reports
Mut-Core Montor @ "
— E
Real-Time Montee @
AppFiow Dash a Applications Users w Viruses Intrusions Spyware Location Botnets URL Rating
_‘“'""“""" view  SoceRestont [ SINCE: 10/26/2015 17:53:38.000 UPTIME: 10 Days 20:58:00 (28 () () (@) (V) Status )
Thecat Reparts . Country Name Sesmors Bytes Received Bytes Sert Dropped
User Moniter e , Beazil 1153 (SRR 290526 [ESW| 251106
BWM Mositor | ., United States 10.36M (e ) sunc %] 8%
Connection Monkor B | Onie 250M Ci% ] 259 [ <am] 4606
ek T “ Garmeny Wax  [<m] S2SM  [<an] 19568
4 . I :
Log Monitor a
y = 5 Netherlands 319.82¢ %) 242.52M Caa%] 4756M
» D network 6 Europe wax [ak] semM  [a%] 24m
» @ s6eGMocen 7 Iretand 202.15¢ %] sasmm Cas]  157.2¢
b soncpont Singapore 1508 [ci] MeM  [<im] 299

lEI[lEI]IUﬂE:IBﬂEI[I[IUIB
]

N~ r—
» G Frowal Settings

’BM&

United Kingeom sk [Cgw) eesm  [gw] s
047K Caw) 2915 Cawl 44,10M

R

9 1 Canaca BR4K %] 01m Caw] voam
> & vorr
= §5.26K 148.50M 14,41
V5 2 Raly =) =T
» & v 13 Beigium TR.66K Ca%] 1n9mMm %] 78w
» B ssuvew u O nak [ s [Cam]  1e0ew
» & Users 15 Shovaka 68.21K Cax] 94m Cam] eom
» B3 High Avalabisty 16 France 62.39K Ca%) wmem [gu] 3am
- o Securlty Services 17 Potand 61.72K C%) 104w C<a%] 718m
" é D, 18 Jagan 52.80K [<%] wmm C=a%] sosM
’ B 19 Austraia 52.46K [C<1%] 1aasM %] soM
>

-

up thmec 10 Days 20:58-30 fast update: 14:51:33 Nov 06

\’J Aggregate AppFlow reporting is enabled. @ Geo-IP/Botnet Reporting is enabled. To configure, o to AppFlow > Flow Reporting.
Status: There were 10 changes made. Ea NetSol




@ SonicWALL | Network Security Appliance

Alert | Wizards | Melp | Logout

'. Dashboarc Systemy
wecemet 8 Sacurity Dashboard
Real-Time Monkee B
m“‘wotmm Downioad POF
AppFiow Dash o =
Monior
Pocflow ~ Viruses Blocked [ Last 21 00ys |
AppFiow Reports Over Time: Last 21 Days Top Viruses Blocked
Baniosd D —
WM Mondce =] .2 Q%
@ | 10 Adob.VBS 8% ——
BarkerAQ 2 14% —
Packet Monitor C) 75 Suspiciousshtmi 1% W
Log Monkor ) 5 Maldgent H_3744 0% 0
o: System 2 Malhgent H_1439 06% @
> ® ok _ Agert ADW 0% @
@ ¢ 1311199335100 58d588 Malgent H_3717 0% &
> IG/AG/ Modern *****‘*!**** “::::: Generic. Shelicode 26 0.3% i
b d sonicPoint Bladabindi AKX 0% &
D‘ Frowall
D‘ Frewall Settings Intruslons Prevented m:
,B DPI-SSL Owver Time: Last 21 Days Top Intrusions Prevented
’9 Volip Hes Intrusion Name Percentage of Intrusions
» £9 ant-spam LOIC Low Orbit Jon Cannon Expi... 72%
< e L OpenSSL Meartbieed Information... 1% ==
= 15 ;
> B ssLvm GNU Bash Code Injection Vulner... g% -
& 10 DSL Mocem Rebock 2% @
> — Users . Suspicious HTTP Header 2 2% &
» High Avalabilty . Web Apphcation Remote Code Ex... % @
» U security Senvices Sns2ERasisEnAfs SIPVicious Activity 1 1% @
> B wo d44d884448844844 Appie QuickTime Out-Of-Bounds .. os% @
'E AppFlow
.a Spyware Blocked | Last 21 Doys o
Log Ower Time: Last 21 Days Top Spyware Blocked
His
Status: There were no changes made.

E3 Netsol



@ SonicWALL | Network Security Appliance Alert | Wizards | Help | Logout

Mode: Configuration »
Dashboard capture ATP / Status Upload a file
System
Network
3G/4G/Modem . i
_ Files scanned in the last 30 days
Wireless

SonicPoint o S

®ro2C0ealE

Firewall % of malicious files found

> ﬁ Firewall Settings
> @ DPI-SSL

v & Capture ATP

Settings 14

PQ VoIP

1.5

» @ Anti-Spam 0.5 +

» @ ven

’ SSL VPN 0 T T T T T T T T T T T T T T T T I I T T T T I T T T T I T T
OC/25 26 27 28 29 30 31 N1 2 3 4 5 6 7 8 9 10 M 12 13 14 15 16 17 18 19 20 21 22 23

PQ Users

» &3 High Availabil . .
M Viewing 9 files scanned.
> G Security Services

M B WAN Acceleration No filters applied. Add Filter...

> @ AppFlow

» Es Log Status Filename Submitted by Src Dest
+ clean Nov 21 - 9:04am abfe66cbcf08227b469b17367e126084633. .. 18B1692BF150 17.2563.13.207:80 10.0.0.101:54470
v clean Nov 20 - 4:12pm message.zip 18B1692BF150 191.34.33.155:80 10.0.0.4:54090
+ clean Nov 19 - 10:48am mzps.404168181668085450.ipa 18B1692BF150 177.205.9.191:80 10.0.0.8:50105
+ clean Nov 17 - 1:00pm mzps.2830432709105401998.ipa 18B1692BF150 17.2563.13.203:80 10.0.0.192:49498

E’ v clean Nov 16 - 9:47pm mzps.6660676675187320303.ipa 18B1692BF150 177.205.9.185:80 10.0.0.8:57148

Status: Ready




@ SonicWALL | Network Security Appliance

Alert | Wizards | Help | Logout

> Dashboard

» T syctem

> Q Network

> e 3G/4G/Modem
> é SonicPoint

> G Firewall

> “ Firewall Settings
> m DPI-SSL

> 9 VoIP

» @ Anti-Spam

> e VPN

> SSL VPN

> a Users

» &3 High Availability
v o Security Services

Summary

Client AV Enforcement
Client CF Enforcement
Gateway Anti-Virus
Intrusion Prevention

Anti-Spyware
RBL Filter
Geo-IP Filter
Botnet Filter
» 4 WAN Acceleration
> % AppFlow

» B\ Log

Mode: Configuration »

Security Services /| Content Filter

Cancel

Content Filter Type: DELL SonicWALL CFS
License Status: Activated
Expiration Date: 07/08/2019

w Global Settings
Max URL Caches (entries): 15360
Enable Content Filtering Service
Enable HTTPS Content Filtering

[~ Block if CFS Server Is Unavailable

Server Timeout: 5 second(s)
¥ CFS Exclusion
[~ Exclude Administrator
Excluded Address: ips diretoria
¥ CFS Policies Items 1 to 8 (of 8) EEE}E.
Add... Lookup Policies by Address: & Clean Stat Delete All
@ # Name Source Zone Destination Zone Source Address User/Group Schedule Profile Action Priority Enable Configure
N
) 1 cfsip sala de reuniao All All ip.sala.reuniao Al Always On  perfil cfs reuniao acao cfs reuniao ﬂﬂ il (&) 2)(%)
7] 2 cfs servidores Al All ips servidores Al Always On perfil cfs tecnologia acao cfs tecnologia ﬂﬂ { l!l‘ 0:’ ) \Z )\3)
.
7] 3 cfs administrativo All All Any administrativo  Always On  perfil cfs administrativo acao cfs administrativo ﬂﬂ (& ‘\e )X
[ 4 cfs comercial All All Any comercial Always On perfil cfs comercial acao cfs comercial ﬂﬂ { -ll" { ‘\é)\g )

Status: Ready

E3 NetSol



K ) Edit CES Profile Object

() # | https://10.10.10.1:10000/addCfsProfileObjDIg.html

SonicWALL | Network Security Appliance

‘ Settings [ Advanced ] Consent

General Configuration

Name: perfil cfs tecnologia

URI List Configuration

Allowed URI List: sites permitidos
Forbidden URI List: sites proibidos
URI List Searching Order: Allowed URI List First
Operation for Forbidden URI List: Block

Category Configuration

47. Humor/Jokes Allow !

48. Multimedia BWM
49. Freeware/Software Downloads Allow
50. Pay to Surf Sites Block
53. Kid Friendly Allow
54. Advertisement Allow B
55. Web Hosting Allow B
56. Other Allow
57. Internet Watch Foundation CAIC Allow
58. Social Networking |_Confirm
Operation: _Allow Set to Al Default
[Ready

OK Cancel

K Edit CFS Action Object
(D & | https://10.10.10.1:10000/addCfsActionObjDIg.html

SonicWALL | Network Security Appliance

CFS Action Object

Name: acao cfs diretoria
(") Wipe Cookies
[ Enable Flow Reporting

Operation Configurations

Block | Passphrase | confim | BWM

Block Page:

<!DOCTYPE html>

<html>

<head>

<meta http-equiv="

<meta name="id" cc : 2 i
ctitlaoWab Sita B1 SonicWALL | Network Security Appliance

<style type="text/
#shd { width:500px
ight:3px; in-k

zight:3px;margin & This site has been blocked by the network administrator.
#shd .third,

#shd .box { positi
#shd .first { back
#shd .second { bac
#shd .third { back P, 2
abd .box { Lackgr Block policy: $$BlockedPolicy$$
#848284;height:350

Client IP address: $$ClientIpAddr$$

Preview Defa

Block reason: $$Category$$

If you believe the below web site is rated incorrectly click here.

E3 NetSol



@ SonicWALL | Network Security Appliance

Aert | Wizargs | Melp | Logowt

'!W

Muiti-Core Monitoe
Real-Time Monitor

AppFiow Dash

AppFiow Mcritor
AppFlow Reports

Theeat Reports
User Monkor
BWM Monior

Connection Monitor

Packet Monitor

» = soem

» D netwerk
’em
» b onicpont
» @ Frowor

» QB Frewst Settings
» @ oerss

» & var

UTC Time

16:55:36 Nov 06

16:55:35 Nov 06

16:55:35 Nov 06

16:55:35 Nov 06

16:55:34 Nov 06

16:55:31 Nov 06

16:55:30 Nov 06

16:55:27 Now 06

16:55:26 Nov 06

16:55:26 Nov 06

16:55:26 Nov 06

16:55:26 Nov 06

16:55:26 Nov 06

16:55:25 Nov 06

16:55:25 Now 06

Dashoeare - LOG Monitor
[+ Filter View *

Oisslay:  Last 5 minutes o () 3 & &

iD Category  Priority

1154 Frewal Aot
1154 Firewall  Aert
1154 Frewal Aot
1154 Frewal  Aert
1154 Frewal  Aert
608 SN et
1154 Frewall  Aent

1154 Frewall Aert

1327 WN Informs

1324 VPN Inform

1327 VPN Inform

1324 VPN Inform
1197 Network  Notice
1154 Frewall  Aert

1154 Frewal Aert

Message

Apphication Control Detection Alert: FILETYPE-DETECTION Aschive -
- PRZIP (P2P), SID: 7253, ApplD: 954, CatlD: 72

Aophication Control Detection Alert: IM Skype ~ Applcation Activity
S [Regs S and 7], SID: 5760, ApplD: 3, CatID: 11

o

Apphication Control Detection Alert: PROTOCOLS SSL -~ TLSv1.2,

SID: 7927, ApplD: 1279, CID: 74
Aophicason Control Detection Alert: BAOCKUP-APPS Dropbox ~ DNS
Query, SID: 6089, ApplD: 604, CID: 56

Apphication Control Detection Alert: APP-UPDATE Vipuls Razoe -
Filtering Agent Activity, SID: 2503, ApplD: 853, CID: 55

1PS Detection Mert: 10MP Echo Reply, SID: 316, Priority: Low

Application Control Detection Alert: PROTOCOLS DNS Protocol -~
Standard Query et Network Domains, SID: 6820, ApplD: 1283,

CiD: 74

Aoplication Control Detection Alert: PROTOCOLS DNS Protocol --
Standard Query .ceg Organizaion Domaing, SID: 6819, ApplD:

1283, CatlD: 74

IKEV2 Serxd Dead Peer Detection Response

IKEv2 Received Dead Peer Detection Request

IKEv2 Serd Dead Peer Detection Response

IKEV2 Received Dead Peer Detection Reguest

Nat Mapping

Application Control Detection Alert: WEB-8ROWSER Microsoft
Inbernet Explorer -~ HTTP User-Agent MSIE 11,0, SID: 10274,

ApplD: 1835, CatlD: 88

Aoplicaton Control Detection Alert: WEB-BROWSER HTTP User-

Agent: —~ Mcrosoft Windows 7, SID: 10293, ApplD: 1501, CatiD: 88

Application Control Detection Alert: PROTOCOLS DNS Protocol -«

Source

10.10.10.76, 35713, X0

104.88.140.30, 443, X3

104.88.140.30, 443, X3

10.10.10.8, 25644, X0

208.83.137.118, 2703, X4

187.32.56.162, 8, X1

10.10.10.106, 29198, X0

10.10.10.106, 32241, X0

169.15.2.219, 4500

201.17.140,145, 4500

179.107,103 42, 4500

201.17.140.145, 4500

177.65.223.251, 50428, X1

10.10.10.28, 52210, X0

10.10.10.28, 52210, X0

& Reeesh: 60 sec I

Destination

201.16.162.125, 9998, X3
10.10.10.28, 52212, X0
10.10.10.28, 52212, X0
205.251.199.157, 53, xa
10.10.10.106, 50108, X0

10.10.10.12, 9251, X0

195.22.26.207, 53, X4

157.22.13.82, 53, X4

201.17.140.145, 4500

189.15.2.219, 4500

201.17.140.145, 4500

179.107.103.42, 4500

10.10.10.8, 53, X0

198.252.206.16, 80, X4

198.252.206.16, 80, X4

Protocol

§ § 8§ 8 858

&§ & & &

&

&

last update: UTC 16:55:37 Nov 06

E3 Netsol



I Console GMS/Analyzer

SonicWALL | GMS Login

& Efetue login

Usuario ‘admin

Enviar

English | S35 | H&ESY | EEP | $1=52] | Portugués

Version 8.0

Eq Netsol



@ SonicWALL | GMS 8.0

7 obons . e o

/

@

SwWidn

@

Mo

)

LOGOUE

E i Timekine GMSWorkflow  Expiceat  User: admin@locaDomain | Advinistators
R | Mevors Cronograma 1 Nov 06, 2015 00:00 para Nov 06, 2015 23:59 |- =i Ik
¥ Data Usage S
- | [+ ® (%) (@) [ccmsamminop]]
Enitiators
Sarvim Cronograma S (u]=]5)
Detais
At 120000 600,000,000
» User Activity 100.000 2.500,000.000
P Web Activity 80.000 2.000.000.000
» Web Filter E €0.000 : 1.500.000.000 E W Coomsges
:::: o m ;%mooomooom = m Iunoafecido
> Botnet 0 -0
- s s £ S
:’:.:'  Tempo 4 Conexbes Transferido  Custo
3 06/11/2015 00:00 17.460 61,34 M3 USD 0,61
> Authentication 2 061172015 01:00 39.156 {' 64,95 M8 : USD 0,65
» Up/Down Status
» Custom Reports 3 Q62015 02:00 e | s | USD 0,61
» Analyzers 4 06/11/2015 03:00 »wmr | esesme | USD 0,66
» Flow Activity S 06/11/2015 04:00 %209 | e | uso 0,1
» Configuration 6 061172015 05:00 355% | w6 I USD 4,65
e 7 06/11/2015 06:00 ass1 ) waw | UsD 3,37
8 06/11/2015 07:00 6s208 | we N USD 17,07
9 061172015 08:00 wwe | e USD 31,94
10 06/11/2015 09:00 s | ssen e USD 5,96
11 06/11/2015 10:00 63 ] ses27ve | USD 5,65
12 06/11/2015 11:00 @i | 19 USD 19,41
13 06/11/2015 12:00 2882 | ssosre USD 5,90
14 06/11/2015 13:00 4143 | w2092m [ UsD 4,21
Total 700.648 9,9G8 USD 101,40

« Rebtéero gendo para fuso hordrio: Fuso hordeio de Basila
* Proprieticio do siatinio: System@Local Doman

E3 Netsol



@ SonicWALL | GMS 8.0

Dashboard - Monitor Console

—_—

N\

® 0 ®

ﬁ etsol sw.netsol.com.be :: [aistors Expired  User: admin@LocalDomsin | Administrators
R | Movers Iniciadores principais 1 Nov 06, 2015 00:00 para Nov 06, 2015 23:59 | =1l IE.
¥ Data Usage
Timelne + 3 X [ |-Comega reatiniop.. ||
. \al
Services Inidadores S (u[=]S
Detasls
» Applications B 10.10.10.168 - 2c:f0cec:cd:3eie? - pecro
» User Activity B 10.10.50.162 « o4:44:60: 1:28:¢0 - guiherme
> Web Activity B 175.107.106 82 - 82-106-107-179 telbrax.net.br
» Web Filter B 10.10.10.19 - fc:fc:48:9¢:cd: bS5
> Wi Usge B 10.10.10,67 - 00:13:30:0¢:27:79 - guiherme
> Intrusions B 10.10.10.10 - 00:0c:29:59:57:66
» Botnet
» Geo-IP B 10.10.10.159 - 00:18:82:0":65:48 - hcano
» Gateway Viruses W Others
> Spyware 1P do iniciador Host do iniclador MAC do Iniciador Usuirio Conexbes Transferido v
 Attacks 1 101010168 deondddee? a7 we g
I 2 10101018 414 60 1080 ﬂm 3618 15 [
» Custom Reports 3 12910710682 82:106-107-179 teforax. net.be 563 cssimve
» Analyzers 4 10101039 fefca8.0d:0a0s 1054 sesa2me
» Flow Activity S 10.10.1067 00:13:3b:0¢:27:79 quitwerme 568 ssnome
» Configurstion 6 10101010 00:0029 995766 n asmme |
— 7 101010150 00:18:80:01:69:48 woan 7688 | v |
8 187838218 187-8-38-218 customer teatabrasi » weam |
9 12923410210 1 muame |
1€ 200.223.243.98 7 assme ||
1110.10.10.47 00:0d:c5:42:50:53 s | w9m8 |
12 10.10.10.76 00:1¢:c9:10:46c9 fabio a9 | 240m |
1310.10.10.32 00: 1e:c9:1¢:16:35 sarceo 16788 | 2s9m |
1410101038 00: 1e:cS1c:05: ¥ cas 17657 | asm9m |
15 10.10.10.20 260201904 1385 | msme |
16 10.10.1024 00:18:8b:04:2n:5¢ NETSOU\grissida 1991 ws36m8 |
17 10.1010.26 3C07:54:10:68.23 douglas 4.883 19698 ||
18 10.10.10.57 00:18:60:25:03:1d pedro 3.758 mgm |
Total 164.427 8,38GB

* Relatdrio gerado pera fuso hordrio: Fuso hordrio de Brasila

» Proprietino do relatinio: System@LocaDomain

E3 NetSol



@ SonicWALL | GMS 8.0

Dashboard - Monitor Console switch| metp |Logout

E netsol. sw.netsol.com.br :: Inkiators I“W Expired! :umluu-
R | Severs Detalhes do uso de dados 1 Nov 06, 2015 00:00 para Nov 06, 2015 23:59 | e =
¥ Data Usage
Touaies |+ Umdtol peo x| 2 X @ [ comgs mawiop. |-
Intiators
Responders
- S SEEE
Detasts
» Applications 1.400 00000000
DMM 1.200 1.500.,000.000 3
» 1.000
> 20w g 800 1.000.000.000 -
600 i
VPN Usage 00 S00.000.000 = | Iransferido
» Intrusions 200 $
» Botnet ° Lo
» Geo-1P & & &
N & W & 9 © ,p’&
» Spyware
» Attacks
» Authentication Inidadores S) (L)
:"’"""""""‘ IPdoiniciador  Host do iniciador | MAC do Iniciador  Usuirio  Conexdes Transterido v I
» Analyzers 1 10.10.10.168 2c:f0-ce:0d: 3e:e7 pedro m | we T
> Plow Activity 2 10101057 00:18:80:25:¢3:1d pedro e W 7w
» Configuration 3 10.10.1057 pedro 24 | e |
> Events 4 101010168 pedeo ‘| e |
Total 4188 1,668
Servicos Binon)
 Servico  Conexbes  Transferido v
= W [ e —
2 tepihitps L 1s35m8 |
3 tcp/5938 4] 22me |
4 10010000 1555 W e |
S w7071 L s |
Total 3383 1,668

1P do respondente © Host respondente Ea NetSol




@ SonicWALL | GMS 8.0 @ 09 ®
Dashboard - Monitor  Console owaen| mew [Leoou
] : Intiators GMSWorkllow  Expircdt  User: admin@LocalDomain | Administrators
RN | overts Detalhes da atividade da Web < Now 06, 2015 00:00 para Nov 06, 2015 23:59 | a =
» Data Usage —
> Agplications 4| UsddoIN peso 1 3 X [ [-Comega reswsoop. |~
» User Activity
¥ Web Activity T
Categonies Cronograme @ =] )
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Timing $00 1500.000.00 §
Detais 400
» Web Filter 00 1.000.000.000 —
» VPN Usage 200 L Y 500.000.000 = N Iraesferido
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» Botnet 0 -0
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» Attacks
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b Events 4 Search Engines and Poctals 00:03:39 s | 3 |
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I LiveDemo

@ Home
\S/ Media

. Next-Generation
*  Firewall /UTM

‘h‘.‘ Management & Reporting

© Secure Remote Access
Secure Mobile Access

@ Anti Spam &
Emall Security

@ KACE Management Center

@ Dell Demo Center

Next-Gen Firewalls. [ #F _

LW e ni rﬂ

Born for cammers.

o - -Ju;

Bred for your enterprise.
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¥\ Locate a Partner

Site: http://livedemo.sonicwall.com/

[ e premima -—’—*—-‘—

SM 9400

The SonicWALL SuperMassive 9400 Next-Generation Firewall utilizes revolutionary technology to provide
the protection, performance and scalability necessary for todays 10+ Gigabit enterprise infrastructures.

The SonicWALL™ SuperMassive™ 9000 Series Next-Generation Firewall (NGFW) is designed to deliver deep
security to your enterprise at multi-gigabit speeds. Offering the ultimate in security with enterprise class
performance, the SuperMassive 9000 Series detects and blocks the most sophisticated threats before they can
enter your network with minimal latency for every connection on the network

Installed at This Site:
SuperMassive 9400 running SonicOS Enhanced 6.2.6.0-6n
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Visualization NSA 2600

View Live Demo
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lPerguntas

Jorge Eduardo Quintao
Diretor de Inovagao

Tel: +55-31-3071-8001
Cel: +55-31-8464-8002
Skype: jquintao

Visite nosso Site: www.netsol.com.br
Siga-nos no Twitter: www.twitter.com/netsolbrasil
Curta-nos no Facebook: www.facebook.com/netsolbrasil

Seguranga na Internet

Empresa Cenificada
ISO 20000



